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Transform to Open Science

Welcome to the open science guide for Transform to Open Science (TOPS).


What is Open Science?

The United States government defines open science as “the principle and practice of making research products and processes available to all, while respecting diverse cultures, maintaining security and privacy, and fostering collaborations, reproducibility, and equity.”

They believe that open science—-opening up the scientific process from idea inception to result—-increases access to knowledge and expands opportunities for participation. Sharing the data, code, results, and knowledge associated with the scientific process enables more inclusive, diverse and equitable participation in science, while also leading to more transparent, replicable, and reproducible results. But achieving this openness requires changing how we work, to help us move forward together.



The Open Science Journey

Research labs, scientific funding organizations, and individual researchers have known and discussed for many years how interdisciplinary and diverse teams are capable of advancing scientific progress. These groups and individuals began to advocate for inclusive labs and organizations; places where data and scientific practice was equitable and accessible to people from different backgrounds, with differing levels of academic training, and with different lived experiences. Although they may not have called this movement towards diverse and accessible research “open science,” these same principles of equity and inclusivity are core to the open science ethos.

Other researchers and organizations have come to advocate for open science through their experiences trying to access data, code, research methods, and publications through the course of their own scientific practice or funding apparatus. Frustration with embargo periods, incomplete or unsorted data sets, non-replicable results, or code that is anything but user-friendly have all resulted in a movement for full transparency of research, from the idea inception through the pre-registration of studies to the final results via open-source code, public data-sets, and open-access publications.

This guide is for you, your team, or your organization to become more involved with this movement. We are so glad that you are here on the road to open science with us!





1 Open Science 101 Curriculum


1.1 Curriculum Overview

Transform to Open Science (TOPS) is an initiative designed to rapidly transform agencies, organizations, and communities to an inclusive culture of open science. Developed by the TOPS initiative, the guidance provided by the Open Science 101 curriculum will promote the transformation of the research landscape and the accompanying advancement of scientific discovery. The Open Science 101 curriculum aims to introduce learners to a nuanced understanding of open science, enabling participants to better understand an open science workflow from end to end. The focus of the curriculum will be on providing learners with a basic understanding of open science, its ethos and benefits, and how to actively participate in open science communities.



1.2 Open Science Curriculum: Open Science 101


1.2.1 5 Modules Organized as a Scientiﬁc Workﬂow












2 Lesson 1: What is Open Science?


2.1 Navigation


	Motivation for Open Science

	What is Open Science?

	Who Does Open Science?

	Lesson 1: Summary

	Lesson 1: Knowledge Check





2.2 Overview

In this lesson, you take a closer look at what open science means, including the intended goals and outcomes of adopting open science as an individual and as part of a larger community. You then review examples of open science in action. Finally, you wrap up the lesson by taking a closer look at why adopting open science is needed.



2.3 Learning Objectives

After completing this lesson, you should be able to:


	Explain the motivation to do open science and the goals of open science.

	Define open science.

	List different groups that practice open science.





2.4 Motivation for Open Science

Welcome to the first module of the TOPS Open Science 101 curriculum! Module 1 has five lessons that present information about the Ethos of Open Science. This incorporates the motivations and best practices for making science more open. This course was made possible thanks to the work of our Transform to Open Science (TOPS) team, open science Subject Matter Experts (SMEs), and the entire TOPS community (3100+)! Please note that all image attributions are given at the end of each module.

We are really glad you are here!

This is the first lesson in the module on the Ethos of Open Science. Let’s begin by explaining the word “ethos”.
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3 Lesson 2: Why is Open Science Important?


3.1 Navigation


	Open Science Breaks Down Stovepipes and Increases Innovation

	Benefits to You

	Benefits to Science

	Benefits to Society

	Lesson 2: Summary

	Lesson 2: Knowledge Check





3.2 Overview

In this lesson, you learn how adopting open science benefits you as a researcher and society. You also learn about some of the challenges and hurdles with using open science principles and how to navigate them.



3.3 Learning Objectives

After completing this lesson, you should be able to:


	Describe the ways in which open science benefits your career with attribution, reach, and more collaborations.

	Describe the ways in which open science can advance science.

	List the benefits society receives when open science principles are adopted.





3.4 Open Science Breaks Down Stovepipes and Increases Innovation

“We need more WE science rather than ME science.”

Harlan Krumholz,

Yale School of Medicine at 2022 CZI Meeting
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4 Lesson 3: How to do Open Science


4.1 Navigation


	Maintaining Security and Protecting Privacy

	Intellectual Property

	Policies and Practices around Open Science

	Lesson 3: Summary

	Lesson 3: Knowledge Check





4.2 Overview

The ability to discern when and how to share information in an appropriate manner is an essential skill of open science. Practitioners of open science must balance their pursuit to maximize openness while respecting diverse cultures, maintaining security and privacy, and following institutional policies and practices.

This lesson introduces important security and privacy considerations for scientists when sharing information. Next, the lesson discusses how sharing information may impact different communities. Following this, the lesson explains the topic of intellectual property, how it can be protected, and the different types of licenses available to facilitate sharing while ensuring the owner of the information receives credit for their work. Lastly, this covers the effect of rules and regulations set by an organization, grant, or publisher on a scientist’s options to make their research open access.



4.3 Learning Objectives

After completing this lesson, you should be able to:


	List reasons information should not be shared due to security or privacy issues.

	Define what intellectual property is and recall the different ways it can be shared openly through licenses or the public domain.

	Recognize sharing policies and procedures of your department, organization, funding agency, and publication in order to make the most responsible science sharing decisions.



The following paragraphs of this section outline key areas of consideration for determining whether or not to make your data openly available.



4.4 Maintaining Security and Protecting Privacy

Previous lessons have showcased a broad range of open science success stories, but we recognize that there are still plenty of valid concerns and unexplored challenges to implementing open science. Open science demands the valuable but complex practices of respecting diverse cultures, maintaining security, and protecting privacy. This lesson presents a strategic approach to making decisions about doing open science in common scenarios. For those scenarios that we cannot foresee, this lesson offers mitigation strategies to help overcome unique challenges with mindful preparation and community support.

Scenario: A Country’s Military Secrets or Violates National Interests

When the release of data or research can lead to national security concerns, there are added restrictions around sharing this information. In the U.S., sharing of this type of information often falls under International Traffic in Arms Regulations (ITAR) and Export Administration Regulations (EAR) export control regulations. Sharing ITAR/EAR-regulated data, equipment, resources, or research without clearance to do so can put the country’s national security at risk and may bring about both severe criminal and administrative penalties.

Human Patient Privacy

NASA has collected human spaceflight biomedical data since the start of Apollo…



… but the only human data in the Life Sciences Data Archive are from astronauts who signed releases for their data to be public.

In the U.S., health data is protected under the Health Insurance Portability and Accountability Act of 1996 (US-HIPAA) and it is not allowed to be shared without expressed written consent by the patient. As such, health information about astronauts is something NASA protects carefully, working to balance the publicity of the job with regulations and best practices for medical privacy while also enabling peer-reviewed biomedical research.

See this example and more at NASA’s Open Science Data Repository.

Respecting Diverse Cultures

Open Science advocates for making research widely available, while also recognizing that there are many reasons why some information should not be released, and that these decisions need to involve the people who provided input and/or could be harmed by the consequences of release.

Indigenous, Cultural, and Conservation Concerns

When considering the impacts of data sharing, it is important to recognize if those affected are equally represented in the discussion. For example, historically excluded communities, the environment, and wildlife are too often not considered when deciding to make research open access.

For example, while genomic research often relies on individual- based consent, it is often used to make decisions that impact indigenous communities without their consent.

Another example of how data can inadvertently impact vulnerable communities is the use of LiDAR by archaeologists to study remote areas. This type of data has the potential to reveal unprotected vulnerable indigenous sites in need of protection.

 

CARE Principles

The CARE Principles of Indigenous Data Sovereignty are people- and purpose-oriented, and were originally set up to use data in a way that advances data governance and self-determination among Indigenous Peoples. CARE principles can be applied by involving communities or local stakeholders and should be covered at the start of a research project.

Environmental Justice

When sharing your results, are you sharing it with the groups that are most impacted in ways that are accessible to them? When studying the impact or effect on a specific community, it is important to include that community in the design of your work and ensure that the results of the work are accessible - both freely available and understandable – to the communities involved.

Environmental justice is the fair treatment and meaningful involvement of all people regardless of race, color, national origin, or income with respect to the development, implementation, and enforcement of environmental laws, regulations, and policies.

Protecting Endangered Species

Humans aren’t the only group that can be negatively impacted by data sharing. Rare and endangered species can also be impacted. For example, the sharing of breeding sites for declining wildlife populations can further exacerbate the population decline. For this reason, rare animals may have their breeding sites kept secret.



4.5 Intellectual Property


4.5.1 What is Intellectual Property?

Intellectual property is the recognition of rights associated with the content created by human intellect. There are several different types of intellectual property and how they are recognized varies by country, type, and timescales.

It’s important to understand who has the rights to the content you create. It can depend on a number of different factors. Work that you create may belong to your employer, may be in the public domain, may depend on the license of underlying work, may belong to the publisher of your work, or may be your own intellectual property. Ownership may affect how your work can be shared.

This section provides an introduction to some of the common issues faced by researchers around intellectual property. For instructions specific to your institution, reach out to your intellectual property counsel at your institution for details of how these may affect sharing your scientific work.



4.5.2 Most Common Types of Intellectual Property Protection

Copyright

A copyright protects original works of authorship. This could be artistic or literary works, and also applies to software. In general and if applicable, copyright is automatically applied at the moment of creation with no further registration needed.

Most open licenses depend on copyright. The person(s) who owns the copyright has the right to apply for a license.

Example: An image in a scientific journal or something from the web. Generally speaking, using copyrighted images for teaching and education is considered fair use. However, if that includes posting images to a website, that could be considered a publication and therefore copyright infringement.

Trademark

A trademark can be applied to any content including words, phrases, symbols, designs, or a combination of these things that identifies your product. Trademarks in general are not relevant for scientific purposes.

Patents

A patent is an exclusive right granted for an invention, which is a product or a process that provides, in general, a new way of doing something, or offers a new technical solution to a problem. Patents are another way to make your work open while protecting your intellectual property.

Many organizations have groups that will support the development and commercialization of inventions. NASA’s Tech Transfer office is an example of one of these making much of NASA’s inventions available for licensing as part of the NASA Patent Portfolio.

Public Domain

In some cases, intellectual property is not protected at all. Public domain is when a creative work has no intellectual property rights associated with it. Some types of intellectual property expires after a certain time scale. Some types of work, such as those created by civil servants in the United States, is not covered by copyright and can appear immediately in the public domain. For others, the creator donates the work to the public domain or intellectual property rights are not applicable.



4.5.3 Why Should You Care About Intellectual Property Policies?

Why should I, as a scientist, care about this? Well, consider what happens to the ownership of your research if you move institutions:


	Can you take your paper drafts, presentations, and copies of publications with you?

	Can you take your data?

	Can you take your software?



Understanding these questions is important to practicing open science and ensuring that your intellectual property is able to be shared widely. Review the image on the right as an example.



Worrying about intellectual property and copyright can seem like an unnecessary detail early on. However, anticipating changes to your situation by ensuring permanent ownership of your work in the planning phase of your research can help you avoid legal and institutional issues later on.

If you submit your manuscript to a publisher that requires that they own the copyright of the work, will you be able to access that paper when you change jobs and no longer have a subscription to that work? Are you able to meet the mandates of your funding agency to openly share your work? Can you reuse the figures that you made in derivative works? Will others be able to access your work? While these may seem like questions you shouldn’t have to worry about, it can become very difficult to deal with after the fact.

Example: In scenarios where seeking consent before sharing (or changing sharing conditions), it can be complex to implement the changes. Biopython, an open source biology toolkit, started re- licensing their code in 2016, and are still working on it in 2023, individual contributor by individual contributor.





4.5.4 Licensing

Licensing is a way to help to allow others to reuse your work legally. It is a way to specify under what conditions, if any, others can use, build upon, or distribute your work. It is also a method to ensure that your work is appropriately credited. It is generally illegal and may be a form of academic misconduct to reuse content without a license, even if the content can be found on the internet. This law protects content creators, just as it protects your work from being used by others without clear permission. Thankfully, it’s easy to allow others to re-use your work.
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5 Lesson 4: When Not to be Open


5.1 Navigation


	Common Fears Around Openness

	Misaligned Incentives

	Social Barriers

	Institutional and Infrastructure Barriers

	Lesson 4: Summary

	Lesson 4: Knowledge Check





5.2 Overview

In this lesson, you will consider potential barriers to adopting open science practices. Barriers can come in the form of personal fears, as a result of misaligned social challenges, or institutional/infrastructure barriers. We begin with an exercise to identify your own concerns or fears around adopting open science. This leads into a discussion about common barriers and mitigation strategies.



5.3 Learning Objectives

After completing this lesson, you should be able to:


	Recognize your own fears and concerns for adopting open science, and list mitigation strategies for overcoming them.

	List common barriers to practicing open science that occur from misaligned incentives and mitigation strategies.

	List several social challenges that can arise when practicing open science and strategies for communicating effectively to overcome differences in perspective.

	List several institutional and infrastructure barriers to doing open science and mitigation strategies where available.





5.4 Common Fears Around Openness


5.4.1 Activity 4.1: Self Reﬂection on Open Science Concerns
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6 Lesson 5: Planning for Open Science: From Theory to Practice


6.1 Navigation


	Planning for Open Science

	Designing for Openness

	Case Study: The Outcomes of an Open Plan

	Steps to Continue Your Open Science Journey

	Lesson 5: Summary

	Lesson 5: Knowledge Check

	The Ethos of the Open Science Summary





6.2 Overview

This module is nearly over, but there’s so much more information available about open science – so our last lesson is for everyone who wants to learn more. In this lesson, you review ways to start your journey with open science including a list of resources that you can use now.



6.3 Learning Objectives

After completing this lesson, you should be able to:


	List considerations to include in a planning for open science and define an open science and data management plan (OSDMP).

	Describe the different parts of the scientific workflow and how open science can be integrated into it.

	Differentiate real world examples of how a team can use open science.

	List four steps that anyone can take to be more open.





6.4 Planning for Open Science



It is important to think about, discuss, and plan for desired outcomes and processes when you begin your research. Learn about where the best repositories are for your materials; discuss credit and authorship for each separate open science output, and start using open science tools to organize your work. Reach out to repositories in your discipline and institution (usually library) for help. Including this information in your plans will make you more likely to receive funding.

Planning for outputs in advance includes:


	Speaking about it and organizing with your research team

	Deciding which tools to use

	Thinking about authorship and credit

	Engaging with relevant stakeholders and research partners, for example, industry, around open science

	Identifying repositories for software and data

	Identifying journals (or other outlets) for publications

	Highlighting these approaches in your grant and much more



In reality, there is an exploratory stage where sharing one’s product may not be part of the plan. During active research and data exploration, data, code, and ideas may be created and deleted even daily. It may not be efficient to spend time making these fully open (eg. creating DOIs, documentation) because you are just exploring! Still, one may choose to make their code public through this process (it should be in some version control repository anyway, no harm in making it public). Part of this planning is beginning to think about what would be valuable to science and figuring out how you might share it.

It is important to discuss open science with your research team, lab, group or partners regularly. Much of responsible open science may seem to be related to outputs – such as data, software, and publications – but preparing and organizing work for these in advance is critical. It is much more difficult to follow leading practices for these at the end of research, in the ‘afterthought’ mode. Open science is both a mindset and culture that starts when you begin a project.


6.4.1 Open Science and Data Management Plans

Federal agencies and funders consider data management crucial for open science because it ensures that research data is well- organized, accessible, and preserved. In recent years, many have included a requirement as part of proposals or projects plans for an Open Science and Data Management Plan (OSDMP). The OSDMP includes a description of the resources to be used, the products that will be created, how they will be shared, and who will be responsible. These plans can include the data, software, publications, and project governance.

Open science and data management plans are essential because they enhance the credibility and reproducibility of research by ensuring that data is well-documented, organized, and preserved over time. Effective OSDMPs can have the following benefits:








	
Transparency

	
Not only builds trust in scientific findings but also allows other researchers to validate and build upon them, fostering a culture of openness and cooperation.




	
Effective

	
Data management can lead to more efficient and cost-effective research processes. By reducing the time spent searching for and organizing data, researchers can dedicate more time to analysis and interpretation, potentially accelerating the pace of discovery and innovation.




	
Reproducibility

	
A key tenet of the scientific method is reproducibility and a well developed OSDMP helps ensure that others are able to validate your results.




	
Preservation

	
The research produced by federal funding represents a significant investment and it is important that research is saved for future generations to access and understand.




	
Inclusive

	
OSDMPs can include research tools and processes that can significantly improve research outcomes through collaboration and consultation.






Learn more about OSDMPs in Module 2.



6.4.2 An Open Strategy

In today’s world, many foundations and agencies that award research grants increasingly expect proposals to include an open science strategy. By including an open science strategy document in your scientific plan, you ensure accessibility and openness in each step of your workflow. Conclude your comprehensive plan with clearly defined steps to make research outputs easily accessible and openly available. The steps identified in your strategy should be integrated into your everyday scientific processes and practices.


6.4.2.1 Requirements

Every major research foundation and federal government agency now requires scientists to file a data management plan (DMP) along with their proposed scientific research plan. Some ask for additional details on software/code and publications.



6.4.2.2 Include Entire Data Workﬂow Details in the Plan

Describe your management workflow for data and related research. Other elements, such as code or a publication, have their own lifecycle and workflow which needs to be in the plan.



6.4.2.3 Include Open Terminology and Concepts

Plans that are successful typically include clear terminology about how information is made findable, accessible, interoperable, and reusable. This can include licenses, repositories, formats, and governance of the project.



6.4.2.4 Preservation

Research materials are valuable and reusable long after the project’s financial support ends. Reuse can extend beyond our own lifetimes. Therefore, researchers must arrange steps for preservation and accessibility to ensure work is not lost after a research interaction ends.





6.5 Designing for Openness


6.5.1 Open Science Applies to the Entire Workﬂow



Open Science Workflow Phases Source: Opensciency



Regardless of your science discipline or the methodology that you use, the workflow remains relatively the same. It has a planning phase, an implementation phase and a release phase. Within these phases, there are milestones that vary depending on the workflow you follow. For the purpose of our discussion in this lesson, and the other modules in the curriculum, we have adopted the scientific workflow with general milestones described in the Opensciency curriculum. The details in your workflow may vary, but the overall concepts are the same. What is relevant here is that when adopting open science, it permeates all phases of the workflow. You prepare for it in the planning phase but then continue to integrate the principles of it throughout the implementation and release phases.

Products created throughout the scientific process are needed to enable others to reproduce the findings. Researchers who wish to make their results reproducible must make key elements of their study openly available for others to test.



Open Science Workflow Products Source: Opensciency



Continuing through the workflow, this updated diagram now shows the types of scientific products that are created at each milestone. The specialized products that you create may vary or be completely different, but the focus on discovery for the public remains the same. Any type of products you create can be modified to support the principles and concepts of open science. Where and how to integrate open science concepts into your products is the purpose of this Open Science 101 curriculum.



6.5.2 Use, Make, Share



The idea that open science can impact your entire scientific workflow may seem overwhelming and unachievable, but remember, open science occurs across a spectrum – even small steps towards openness lead to more accessible, inclusive, and reproducible science. And the Open Science 101 curriculum is here to help lead through this process.

In this section, we introduce the “Use, Make, Share” framework that can start to gradually increase your adoption of open science depending on the nature and scope of your project. Throughout the course, we will explore how this framework can be used to make your science more open!



6.5.3 What Resources Will You Use?

There are already many open science resources for you to use! Open science already has a long history. For example, the act that created NASA mandated sharing of its discoveries with all of humanity and NASA has been sharing its data openly on the internet since the 1980’s. Now, there are already over 100 Petabytes of openly available NASA data for you to search, download, and use and examples of these services are provided in Module 3. Technology and practices have been developed around code that make it easy to collaborate on building complex solutions, and examples are given in Module 4. A range of services make it easy to share and discover open access publications and these are discussed in Module 5.

In Module 2, we will introduce you to some of the tools that not only make open science possible, but also easy.



6.5.4 What Outputs Will You Make?

Throughout the research process, there will be different products and results produced. These can range from data sets, samples, code, reports, manuscripts, conference proceedings, blog posts, and videos. Each of these have different considerations about how to make them including how they can be made in open and collaborative ways.

There are also different ways to run a scientific project. Is your project going to be open from inception or open at publication? There are valid reasons for both approaches, but generally the earlier you are open with data, code, and results, the more opportunities there are to grow collaboration networks and build with others (which is quite fun). Often researchers choose to be open within their project teams during development, exchanging data, code, and results, but then only sharing with the world once they feel they have a result they can trust. While this approach has been the cultural ‘norm’ within many communities, this is changing as groups grow more comfortable with openness earlier in projects and experience valuable contributions from others and build new collaboration networks.

Modules 3, 4, and 5 will discuss how to make your data, code, and results open.



6.5.5 How Will You Share?



Image Credit: Freepik.com

Where you choose to share your research materials and results will have a large influence on its impact – how easy it is for others to find it, how long it is available, and how easy it is to reuse.

Will you share data in a file filled with columns of unlabelled numbers without any units or explanations or will it be in an open, standard format and following the Findable, Accessible, Interoperable, Reusable (FAIR) principles? Module 3 has more details to help you better understand how to share your data and explains ideas like FAIR and best practices in sharing data. This includes different considerations for where to share your data as well so that it is both accessible and preserved.

For software, since it is often updated and changed, many researchers first share it on a version control platform like GitHub or GitLab but then archive a version of it in a repository that has long-term preservation capabilities – more on this in Module 4!

For results, open access publications and preprint servers are common locations to share. Module 5 discusses all these options.



6.5.6 Activity 5.1: Use, Make, Share
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7 Lesson 1: Introduction to the Process of Open Science


7.1 Navigation


	Definition of Open Science and Research Products

	Using Tools for Open Science in Practice

	Lesson 1: Summary

	Lesson 1: Knowledge Check





7.2 Overview

In this lesson you review the definition of open science and several other common terms including research products, data, software, and results. In addition, you will read examples that demonstrate how these open science tools are used in practice. The lesson wraps up with an example of how one group openly shared their data, results, software, and paper.



7.3 Learning Objectives

After completing this lesson, you should be able to:


	Define common types of research products including data, software, and results.

	List common ways to share data, code, and results while practicing open science.





7.4 Definition of Open Science and Research Products


7.4.1 What is Open Science?
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8 Lesson 2: General Tools for Open Science


8.1 Navigation


	Introduction to Open Science Tools

	Persistent Identifiers

	Useful Open Science Tools

	Open Science and Data Management Plans

	Lesson 2: Summary

	Lesson 2: Knowledge Check





8.2 Overview

This lesson introduces you to the commonly used tools in open science. It starts out by providing a brief introduction to open science tools and describes persistent identifiers - one of the most common open science tools in use that ensures reproducibility, accessibility, and recognition of scientific products. This is followed by descriptions of other common open science tools that are applicable regardless of your field of study. The lesson wraps up with a description of open science and data management plans that is a key component to sharing your science throughout the research process.



8.3 Learning Objectives

After completing this lesson, you should be able to:


	Recall the definition of open science tools.

	Describe what a persistent identifier is and state an example.

	List a few commonly used open science tools that support research.

	List the components of an Open Science and Data Management Plan and what they include.





8.4 Introduction to Open Science Tools

The word “tools” refers to any type of resource or instrument that can be used to support your research. In this sense, tools can be a collection of useful resources that you might consult during your research, software that you could use to create and manage your data, or even human infrastructure such as a community network that you join to get more guidance and support on specific matters.

In this context, open science tools are any tools that enable and facilitate openness in research, and support responsible open science practices. It is important to note that open science tools are often open source and/or free to use, but not always.

Open science tools can be used for: - Discovery - Tools for finding content to use in your research. - Analysis - Tools to process your research output, e.g. tools for data analysis and visualization. - Writing - Tools to produce content, such as Data Management Plans, presentations, and preprints. - Publications - Tools to use for sharing and/or archiving research. - Outreach - Tools to promote your research.

In this lesson, we introduce you to some of the most general open science tools such as persistent identifiers, metadata, documentation, and open science and data management plans. Regardless of the field of study, these tools and practices are some of the things that you will encounter as you use, make, or share your research. Read more about open science tools on OpenSciency.



8.5 Persistent Identifiers

A digital persistent identifier (or “PID”) is a “long-lasting reference to a digital resource” that is machine-readable and uniquely points to a digital entity, according to ORCID examples of persistent identifiers used in science are described below.


8.5.1 ORCID
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9 Lesson 3: Tools for Open Data


9.1 Navigation


	Introduction to Open Data

	FAIR Principles

	Tools to Help with Planning For Open Data Creation

	Tools to Help with Using and Making Open Data

	Lesson 3: Summary

	Lesson 3: Knowledge Check





9.2 Overview

This lesson discusses the concepts, considerations, and tools for making data and results. It starts with a closer look at the FAIR principles and how they apply to data. The lesson includes an introduction to plans, tools, data formats, and other considerations that are related to making data and sharing the results related to that data.



9.3 Learning Objectives

After completing this lesson, you should be able to:


	Define the different types of scientific data.

	Define what the acronym FAIR means and explain how it supports the sharing of open data.

	Identify data management practices and tools to locate data in repositories.

	List and explain the purpose of the resources commonly used in making data including the data formats, inspecting data, and assessing ‘FAIR’-ness of data.





9.4 Introduction to Open Data

Data is a major part of scientific research, and why wouldn’t it be? It informs tools that we use, stories that we read, and decisions that we make on a daily basis.

For instance, the open access Copernicus Emergency Management Service implemented by the European Commission produces 24/7 open access data collected by ESA and NASA satellites to produce maps that inform disaster preparedness and response efforts across the globe. This is only one example among many others demonstrating the value of data, particularly open and public data, in our daily life and for public good.

Data shared openly in scientific research brings tremendous value to the scientific community and beyond, from indigenous communities to urban populations. Before understanding the broad based impact of data, let’s first look at what is data in the context of scientific research. Specifically, we will discuss the definition and characteristics of open data?


9.4.1 What is Data?

Scientific data is any type of information that is collected, observed, or created, in the context of research. It can be:


	Primary – Raw from measurements or instruments

	Secondary – Processed from secondary analysis and interpretations.

	Published – Final format available for use and reuse.

	Metadata – Data about your data.



It is everything that you need to validate or reproduce your research findings, as well as what is required for the understanding and handling of the data.

The following sections discuss ways to ensure that data is fully utilized and accessible to the most amount of people. These best practices center around community frameworks and tools that help researchers manage and share open data.




9.5 FAIR Principles



Just like driving on a road, if everyone follows agreed upon rules, everything goes much smoother. The rules don’t need to be exactly the same for every region, but share common practices based on insights about safety and efficiency.

For example, maybe you drive on the left side of the road or the right side. Either is fine, those sort of details are for different communities to decide on. However, there are overarching guidelines shared by communities across the globe, such as the rule to drive on the road not the sidewalk, use a turn signal when appropriate, adhere to lights at intersections that direct traffic, and follow speed limits. Some communities may implement stricter rules than others, or practice them differently, but these guidelines help everyone move around safely through a common understanding of how to drive on roads. For scientific data, these guidelines are called the Findable, Accessible, Interoperable, Reusable or “FAIR” principles. They do to data what their title suggests. That is, these principles make it possible for others (and yourself) to find, get , understand, and use data correctly.

Findable:

To be Findable:


	Data and results are assigned a globally unique and persistent identifier.

	Data are described with rich metadata.

	Metadata clearly and explicitly include the identifier of the data it describes.

	Data and results are registered or indexed in a searchable resource.



Current Enabling Tech: - DataCite’s Metadata Schema - PIDs: Persistent IDentifiers (additional details in the following sections) - Digital Object Identifier (DOI): A top-level and a mandatory field in the metadata of each record - for data, code, publications. - Open Research and Contributor ID (ORCiD) - A code that uniquely identifies authors and contributors of research products and scholarly communication.

Accessible

To be Accessible:


	Data and results are retrievable by their identifiers using a standardized communication protocol.

	The protocol is open, free, and universally implementable.

	The protocol allows for an authentication and authorization procedure, where necessary. Data and results are publicly accessible and licensed under the public domain.

	Metadata are accessible, even when the data are no longer available Data and metadata will be retained for the lifetime of the repository.

	Metadata are stored in high-availability database servers.






Current Enabling Tech: - File Transfer Protocol (FTP), File Transfer Protocol Secure (FTPS) - Hypertext Transfer Protocol (HTTP), Hypertext Transfer Protocol Secure (HTTPS)

Note that Microsoft Exchange Server and Skype are examples of proprietary protocols.

Interoperable

To be Interoperable:


	Data uses a formal, accessible, shared, and broadly applicable language for knowledge representation.

	Data uses a known, standardized data format.

	Data use vocabularies that follow FAIR principles.

	Data include qualified references to other (meta)data.



Current Enabling Tech:


	Zenodo uses JSON Schema as internal representation of metadata and offers export to other popular formats such as Dublin Core or MARCXML.

	For certain terms we refer to open, external vocabularies, e.g.: license (Open Definition), funders (FundRef) and grants (OpenAIRE).

	Each referenced external piece of data is qualified by a resolvable URL.



Reusable

To be Reusable:


	Data are richly described with a plurality of accurate and relevant attributes.

	Data are released with a clear and accessible data usage license.

	Data are associated with detailed provenance.

	Data meet domain-relevant community standards.






Current Enabling Tech: - The metadata record contains a minimum of DataCite’s mandatory terms, with optionally additional DataCite recommended terms and Zenodo’s enrichments. - Zenodo is not a domain-specific repository, yet through compliance with DataCite’s Metadata Schema, metadata meets one of the broadest cross-domain standards available.

Wilkinson, M. D. et al. The FAIR Guiding Principles for scientific data management and stewardship. Sci.Data 3:160018, doi: 1 0 .1038/sdata.2016.18 (2016)

These are high-level guidelines, and much like open science, implementation is nuanced. Sometimes it takes a group effort and/or a long production process/funding to make data and results FAIR. For other datasets, it could be more straightforward. A well-coordinated data management plan is needed for full compliance with FAIR, and the details of this will be discussed further in Module 3 – Open Data.



9.6 Tools to Help with Planning For Open Data Creation


9.6.1 Data Management Plan

The previous lesson describes the requirements of a data management plan (DMP). Below are two open science resources to get you started or creating a data management plan:

DMPTool

The DMPTool in the US helps researchers by featuring a template that lists a funder’s requirements for specific directorate requests for proposals (RFP). The DMPTool also publishes other open DMPs from funded projects that can be referenced to improve your own. The Research Data Management Organizer (RDMO) enables German institutions as well as researchers to plan and carry out their management of research data.

ARGOS

ARGOS is used to plan Research Data Management activities of European and nationally funded projects (e.g. Horizon Europe, CHIST-ERA, the Portuguese Foundation for Science and Technology - FCT). ARGOS produces and publishes FAIR and machine actionable DMPs that contain links to other outputs, e.g. publications-data-software, and minimizes the effort to create DMPs from scratch by introducing automations in the writing process. OpenAIRE provides a guide on how to create DMP.



9.6.2 Data Repositories

A data repository is a digital space to house, curate, and share research outputs. Data repositories were originally used to support the needs of research communities. Examples of data repositories include:


	Protein Data Bank uses a data repository to catalog 3D structures of proteins and nucleic acids.

	Genbank of the National Institutes of Health uses a genetic sequence database that contains annotated publicly available nucleic acid sequences.

	The Image Data Resource is a public repository of microscopy bio-image datasets from published studies.

	The Electron Microscopy Public Image Archive is a public resource for raw cryo-EM images.

	OpenNeuro is an open platform for validating and sharing brain imaging data. The tools featured in Open Neuro enable easy access, search, and analysis of annotated datasets.



Open science tools such as data repositories should implement FAIR principles, especially in the case of attribution of persistent identifiers (e.g., DOI), metadata annotation, and machine-readability.

ZENODO

Zenodo is an example of a data repository that allows the upload of research data and creates DOIs. Its popularity among the research community is due to its simplified interface, support of community curation, and feature that enables researchers to deposit diverse types of research outputs; from datasets and reports to publications, software, multimedia content.

DATAVERSE

The Dataverse Project is an open source online application to share, preserve, cite, explore, and analyze research data, available to researchers of all disciplines worldwide for free.

DRYAD

The Dryad Digital Repository is a curated online resource that makes research data discoverable, freely reusable, and citable. Unlike previously mentioned tools, it operates on a membership scheme for organizations such as research institutions and publishers.

DATACITE

Datacite is a global non-profit organization that provides DOIs for research data and other research outputs, on a membership basis.

OSF

The Open Science Framework is an open source platform for sharing, managing, and collaborating research.



Data services and resources for supporting research require robust infrastructure which relies on collaboration. An example of an initiative on the infrastructures of data services comes from the EUDAT Collaborative Data Infrastructure, a sustained network of more than 20 European research organizations.

Private companies also host and maintain online tools for sharing research data and files. For example, Figshare is one example of a free and open access service operated by private companies. It provides DOIs for all types of files and recently developed a restricted publishing model to accommodate intellectual property (IP) rights requirements. It allows sharing the outputs only within a customized Figshare group (could be your research team) or with users in a specific IP range. Additional advances include integration with code repositories, such as GitHub, GitLab, and Bitbucket.

Additional research data repositories can be found in the publicly available Registry of Research Data Repositories. OpenAire, a hosted search engine, also provides a powerful search function of data and repositories. It features a filter for country, type, and thematic area, as well as enables the download of data.

The amount of data, repositories, and different policies can be overwhelming. When in doubt of determining which repository is right for you, consult librarians, data managers and/or data stewards in your institution, or check within your discipline-specific or other community of practice.



9.6.3 Activity 3.1: Explore Zenodo and Sign Up!

Explore open repositories to familiarize yourself with their structure and available product information. The most popular repository at the moment is Zenodo. Review the following 4.5-minute video to get an overview of Zenodo and then sign up for an account. You can use your ORCID to sign up if you have one or made one in the previous lesson.

Watch Video




9.7 Tools to Help with Using and Making Open Data


9.7.1 Data Formats

A useful file format can be read into memory by some software. Think of the format as a tool for making data accessible. Easy to use formats feature:


	A simple, easy to understand structure.

	A clear and open specification for the format that is ideally not tied to a specific software product.

	Open software libraries and APIs that can parse the format.



The formats that are considered the most interoperable against the criteria above include Comma Separated Values (CSV), Extensible Markup Language (XML), and JavaScript Object Notation (JSON). Other common formats for researchers include binary array-based formats like Network Common Data Form (NetCDF), Hierarchical Data Format (HDF), Geotiff, Flexible Image Transport System (FITS), and other formats designed for cloud storage and access like Zarr, Cloud Optimized GeoTIFF, and Parquet. Many of these formats have tools that check datasets for compliance and readability.



9.7.2 Inspecting Data

Modern data formats allow the storage of much more than mere data points. Once one adopts these standards (e.g. NetCDF), the discovery of the contents on each file can be aided by a variety of tools which together help map primary data and/or display the associated metadata. Several tools exist for inspecting data, too numerous for all to be mentioned here. Notable tools to start with include:

CSV, XML, JSON - These files can all be opened with most common text editors. There are some tools that can create views of the files that are more user-friendly, such as: - csv: Microsoft Excel and Google Sheets - xml: Most internet browsers and with any text editor like Notepad or Microsoft Word or Google Docs - json: http://json.parser.online.fr/ and https://jsonformatter.org/json-pretty-print

NetCDF, HDF, FITS - These files require special software tools to view their contents. Many of these tools will also visualize the data as well. - NetCDF and HDF: Most files are easily viewed using the Xarray open-source software library in Python or the ncdf4 library in R. - FITS: There are many options, a list is provided at https://fits.gsfc.nasa.gov/fits_viewer.html

ZARR, COG, PARQUET - These files require special software tools to view their contents. Many of these tools will also visualize the data as well. - Zarr: Files are easily viewed using the Xarray open-source software library in Python or the Pizzar library in R. - COG: Files are viewed using the rioXarray open-source software library in Python or the terra library in R. - Parquet: Files are viewed using the Pandas open-source software library in Python or the Arrow library in R.



9.7.3 FAIR Assessment

How ‘FAIR’ is your data? Two groups - FAIRsharing.org and the Research Data Alliance (RDA) - have developed the FAIR Metrics and FAIR Data Maturity Model to help assess the ‘FAIR’-ness of a dataset. There are open-source tools that help researchers assess their data:

AUSTRALIAN RESEARCH DATA COMMONS (ARDC)

Online questionnaire (manual) Best for:


	Triggering discussions at the initial stages of considering FAIR implementation

	Identifying areas for improvement



Outputs include:


	Progress bar for each FAIR principle

	Aggregate bar for all



FAIR-CHECKER

Automated via website or API

Best for:


	Scalability to many datasets

	Identifying areas for improvement



Outputs include: - A chart with scores and details

F-UJI

Automated via website or API

Best for:


	Scalability to many datasets

	Detailed documentation of tool



Outputs include: - A report and chart with scores and details

FAIR EVALUATION SERVICES

Automated via website or API

Best for:


	Scalability to many datasets

	To generate a custom assessment



Outputs include:


	A detailed report and chart






9.8 Lesson 3: Summary

In this lesson you learned:


	The different types of scientific data, including primary, secondary, published, and metadata.

	A list of open science practices to implement FAIR principles that make data and results easily accessible to a wide range of people.

	Digital tools to help plan for making and sharing open data.





9.9 Lesson 3: Knowledge Check

Answer the following questions to test what you have learned so far.

Question

01/03

Choose the FAIR Principles from the list below. Select all that apply.


	Reproducible

	Reusable

	Responsible

	Findable

	Interactive

	Interoperable

	Interspersed

	Accessible

	Authorizable



Question

02/03

Which of the following can help make your data FAIR? Select all that apply. - Get a license for your data - Make sure you develop your own metadata - Obtain a PID for your data

Question

03/03

Which of the following are examples of repositories? Select all that apply.


	Zenodo

	Dataverse

	Dryad

	Datacite

	Google
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10 Lesson 4: Tools for Open Code


10.1 Navigation


	Introduction to Open Code

	Tools for Version Control

	Tools for Editing Code

	Additional Tools

	Lesson 4: Summary

	Lesson 4: Knowledge Check





10.2 Overview

This lesson introduces you to some useful tools for working with open code. You will learn the various tools available to develop, store, and share open code, from version control to code editing software to containers.



10.3 Learning Objectives

After completing this lesson, you should be able to:


	Explain the benefits of using tools for open code development.

	Define version control and understand how it supports collaboration in the development and management of code.

	List a few tools for editing software and some of their features.

	Distinguish between software repositories and software archives.





10.4 Introduction to Open Code

In Lesson 3, we learned about useful tools for working with scientific data. Now, we will provide an overview of commonly used tools that help us write and run computer code to explore, analyze, and visualize our scientific data. Later in Module 4 – Open Code, we will discuss in greater detail what it means to make our code open, and walk through the steps of how to find, create, and share open code.

Understanding how to work with scientific code is essential in the modern landscape of data-driven research. The tools presented in this lesson encompass a diverse array of resources designed to streamline, enhance, and optimize the process of developing, maintaining, and collaborating on code development for scientific research. They enable the creation of robust and efficient code, often leveraging the collective wisdom of the open-source community. In the pursuit of reproducibility and transparency, these tools can also facilitate the sharing and dissemination of scientific code, fostering collaboration and ensuring that the foundations of scientific research remain open and accessible to all.


10.4.1 Historical Precedent for Making Code Open: Linux Operating System

Is the idea of writing code openly a new concept? No!


10.4.1.1 Context: Development of Linux OS

CLICK TO LEARN


	Started in 1991 by Linus Torvalds.

	Almost immediately released for scrutiny.

	Many eyes → Many bugs found → Many fixes.







10.5 Tools for Version Control


10.5.1 Version Control

Version control is the practice of tracking and managing changes made to code or other types of files. You may be familiar with “Track changes” in software like Microsoft Word. This is a form of version control, though not one well-suited to working with code. Version control is considered standard practice in the software development community, and simplifies management of code through time.

The general way we use version control starts by initializing a folder on your computing platform with the version control system you are using. A version control system automatically tracks all changes made by contributors and allows you to work offline and return later with updates. You write code as you usually do in your code editor of choice. After you have written some code or made some updates to existing code, you then commit those changes to the version control system to create a sort of “checkpoint” that you can then revert back to later if necessary. Then you add or update more code, and commit changes again. Each commit requires you to add a short message which lets you briefly describe what changes were made. These messages serve as metadata that ensures collaborators, future users, and future you understand your development process at a point in time.

This may sound like a simple process, and in many ways it is! So why is it so important? Especially when it comes to coding, the ability to create a snapshot in time of a piece of code can be very helpful. For instance, you may have a piece of code that yields the intended result, but then you want to add a new function. You may choose to copy that code file so you don’t lose the current state, and then work in a new file. This can become cumbersome pretty quickly when you have multiple files that are different versions of the same piece of code. Or instead of creating a new file, you may write code for the new function directly in the original file, but now the code throws errors when you try to run it, and you can’t remember which lines you added since the last time the code ran without errors. By using version control, these problems are solved because we can revert back to the checkpoint when the code ran cleanly, and thereby avoid the need to create multiple copies to save the original piece of code.

There are many other features of version control systems, such as the concept of creating “branches” that allow you to work on new updates to a piece of code independently from and in parallel to the original piece of code. A branch is a deviation from the original code, but can be merged back into the original code when desired. All of these concepts are even more useful when collaborating with others using version control platforms, a collaborative practice that will be discussed later in this lesson.



10.5.2 Types of Software Version Control

There are two main styles of software version control systems:




	
CENTRALIZED ☑

	
DISTRIBUTED (MORE POPULAR)






	

	
Singular “main” copy of the codebase


	
Must interact with specific server


	
Example: Subversion (SVN)













	
CENTRALIZED

	
DISTRIBUTED (MORE POPULAR) ☑






	

Control:



Each developer’s system can retain a copy of the codebase Examples:
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11 Lesson 5: Tools for Open Results


11.1 Navigation


	Tools for Open Publications

	Tools for Reproducibility

	Additional Tools for Open Results

	Lesson 5: Summary

	Lesson 5: Knowledge Check

	Open Tools and Resources Summary





11.2 Overview

This lesson focuses on the tools available for sharing research products. It begins with a discussion of the tools for management of research projects. Then it introduced the tools for open publications and how to find them. Next, this lesson discusses the tools for open results. Lastly, this lesson discusses the concept of reproducibility. Journals are a tool for sharing your results and these are discussed in more detail in Module 5 - Open Results.



11.3 Learning Objectives

After completing this lesson, you should be able to:


	Describe some of the benefits of preprints and identify resources for open access journals.

	List commonly used tools that increase the reproducibility of a result.

	List applications for project management and reference management.





11.4 Tools for Open Publications


11.4.1 Pre-Prints

Open science tools can be used for writing, as tools to produce content, such as data management plans, presentations, and pre-prints. Pre-prints are early versions of research papers that are shared publicly before they are published in scientific journals. In some fields, they are shared prior to peer review while in other fields, it may only be after peer review and prior to publication. They are a vital component of open science content creation, as they promote transparency, rapid dissemination of knowledge, and collaboration among researchers.

By sharing pre-prints, scientists can receive feedback from the global research community, refine their work, and rapidly communicate their findings. This accelerates the pace of scientific discovery and ensures that valuable research is accessible to a broader audience, which aligns with the principles of open science.

Pre-prints have gained particular significance during the COVID-19 pandemic, where they played a crucial role in rapidly sharing information about the virus and its effects, emphasizing their importance in advancing science and public health. Fundamentally, pre-prints are important to open science. Consider the following highlights:


	Rapid Dissemination: Pre-prints enable researchers to swiftly share their findings with the scientific community and the public, sometimes within days of completing their research. This swift dissemination is particularly beneficial when dealing with urgent or rapidly evolving topics.


	Peer Review: While pre-prints are not peer-reviewed, they often undergo a form of community review. Researchers and experts can provide feedback and constructive criticism, helping authors improve their work before formal journal publication.


	Variety of Fields: Pre-prints are not limited to any specific scientific discipline. They are used in fields ranging from medicine and biology to physics and social sciences, making them a versatile tool for disseminating research.


	Versions and Citations: Pre-prints can have different versions, and the final peer- reviewed paper may differ. Researchers are encouraged to cite pre-prints when discussing ongoing research, allowing for transparency in the academic discourse.


	Free Access: Pre-prints are typically freely accessible to anyone with an internet connection. This open access promotes equality and inclusivity in science, enabling researchers from various backgrounds and institutions to engage with the latest research.


	Not a Replacement for Peer Review: Although pre-prints are valuable tools for early sharing and collaboration, they are not a substitute for a formal peer-reviewed publication. Researchers and readers should examine pre-prints with the understanding that they have not undergone the rigorous peer review process that journals provide.




Pre-prints are typically hosted on dedicated pre-print servers for different scientific fields. Examples include: arXiv (physics, mathematics), bioRxiv (biology), medRxiv (medicine), and many others. These platforms help organize and facilitate pre-print sharing. The OSF provides a services for searching over multiple preprint servers.

Remember, pre-prints play a significant role in open science by promoting rapid, transparent sharing of research findings across various scientific domains. They offer a valuable platform for researchers to disseminate their work and gather feedback, ultimately advancing scientific knowledge.



11.4.2 Discover an Open Access Journal to Share Your Results

A common way to share a paper is to pick a journal that is already fully open access and adopt their license. One way to discover open journals is by using the Directory of Open Access Journals (DOAJ).

To identify the best open-access journal, you can use the Directory of Open Access Journals (DOAJ) which provides a searchable index of all known open-access journals and articles. The DOAJ and its synergetic webpage, Sherpa Romeo, serve as useful tools in the early stages of research planning to help a researcher determine what journals to consider when the time comes to publish their results.

[image: ]



11.4.3 Activity 5.1: Identify an Open-Access Journal

To become more familiar with the DOAJ, visit https://doaj.org/ and search for The Astronomical Journal published by the American Astronomical Society. Once you select the journal, you can see costs to publish, details about licensing, author retention rights, time to publication, and other details.

Once you have found the journal, answer the following questions:


	When did it begin publishing as open access?

	What license is used for the publications?

	What rights do the authors retain in their publications?



Note: If journals did not have any open access, the journal will not have appeared in the search results. Also, because DOAJ has strict criteria for being listed in its directory, it is not likely you will find predatory publishers listed here, either.




11.5 Tools for Reproducibility

In this lesson, we take a deep dive into a few available tools for (computational) reproducibility.


11.5.1 What is Reproducibility?

The National Academies Report 2019 defined reproducibility as:


	Reproducibility means obtaining consistent computational results using the same input data, computational steps, methods, code, and conditions of analysis.

	Replicability means obtaining consistent results across studies aimed at answering the same scientific question, each of which has obtained its own data.



The pursuit of reproducibility aims to ensure researchers reach the same result when using the same steps, as well as to enable researchers to copy an environment and build upon a result by editing the environment in order to apply it to a similar problem. This additional feature gives others the ability to directly build upon previous work and get more science out of the same amount of funding.

Tools to support reproducibility in research outputs:


	Jupyter Notebooks - A web application for creating and sharing computational documents. It offers a simple, streamlined, document-centric experience.

	Jupyter Books - Build beautiful, publication-quality books and documents from computational content.

	R Markdown - Produces documents that are fully reproducible. Use a productive notebook interface to weave together narrative text and code to produce elegantly formatted output.

	Binder - Create custom computing environments that can be shared and used by many remote users.

	Quarto - Combine Jupyter notebooks with flexible options to produce production quality output in a wide variety of formats.



Note: As you might have noticed, a lot of open science tools require intermediate to advanced skills in data and information literacy and coding, especially if handling coding-intensive research projects. One of the best ways to learn these skills is through engaging with the respective communities, which often provide training and mentoring.




11.6 Additional Tools for Open Results


11.6.1 Tools for Open Project Management

Advancements over the past few decades to tools that manage research projects and laboratories have helped to meet the ever-increasing demand for speed, innovation, and transparency in science. Such tools are developed to support collaboration, ensure data integrity, automate processes, create workflows and increase productivity.

Research groups can now use project management tools for highly specialized efforts. They use existing platforms or develop their own software to share materials within the group and manage projects or tasks.

Platforms and tools, which are finely tuned to meet researchers’ needs (and frustrations), are available. They are often founded by scientists, for scientists. To explore a few examples, let’s turn to experimental science.

A commonly used term and research output is protocol. Protocol can be defined as “A predefined written procedural method in the design and implementation of experiments. Protocols are written whenever it is desirable to standardize a laboratory method to ensure successful replication of results by others in the same laboratory or by other laboratories.” according to the University of Delaware (USA) Research Guide for Biological Sciences.

In a broader sense, protocol comprises documented computational workflows, operational procedures with step-by-step instructions, or even safety checklists.

Protocols.io is an online and secure platform for scientists affiliated with academia, industry and non- profit organizations, and agencies. It allows users to create, manage, exchange, improve, and share research methods and protocols across different disciplines. This resource can improve collaboration and recordkeeping, leading to an increase in team productivity and facilitating teaching, especially in the life sciences. In its free version, protocols.io supports publicly shared protocols, while paid plans enable private sharing, e.g. for industry.

Some of the tools are specifically designed for open science with an open-by-design concept from ideation on. These tools aim to support the research lifecycle at all stages and allow for integration with other open science tools.

As an example, the Open Science Framework (OSF), developed by Center for Open Science, is a free and open source project management tool. The OSF supports researchers throughout their entire project lifecycle through open, centralized workflows. It captures different aspects and products of the research lifecycle, including developing a research idea, designing a study, storing and analyzing collected data, and writing and publishing reports or papers.

The OSF is designed to be a collaborative platform where users can share research objects from several phases of a project. It supports a broad and diverse audience, including researchers that might not have been able to access certain resources due to historic socioeconomic disadvantages. The OSF also contains other tools in its own platform.
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12 Lesson 1: Introduction to Open Data


12.1 Navigation


	Overview

	Learning Objectives

	Introduction

	Definition and Considerations of Open Data

	Benefits of Open Data

	Challenges of Open Data

	Applying FAIR Principles

	Planning for Openness: Using the Use, Make, Share Framework for Open Data

	Lesson 1: Summary

	Lesson 1: Knowledge Check





12.2 Overview

This lesson defines open data, its benefits, and the practices that enable data to be open. In addition, the lesson takes a closer look at how FAIR applies to open data as well as at the criticall role of metadata. It wraps up with a brief discussion on how to plan for open data in the scientific workflow and tasks guided by the use, make, share framework.



12.3 Learning Objectives

After completing this lesson, you should be able to:


	Define what open data is and how the FAIR and CARE principles are used to guide open data practices

	List the benefits of open data

	Explain how the use, make, share framework can be used to modify the scientific plan for open data





12.4 Introduction

Data drives science forward. Data are stored electronically to enable further analysis and research. Digital technologies integrated into every aspect of modern scientific research has led to the production of large amounts of data.

Open data is an essential pillar of open science. In many ways, open data are a natural expansion of open science beyond scholarly publications to include digital research outputs. It has since become an integral part of the open science movement as open data allows anyone to see, use, and verify published results. Open data makes science more accessible, inclusive, and reproducible. In order to support this, data needs to be made available in formats that others can use, include metadata that describes the data, and provided with helpful documentation. When made available, open data enables new discoveries and unforeseen uses.


12.4.1 Example: How Will Humans Live on the Moon or Travel to Mars When the Space Environment Threatens Human Health in Multiple Ways?

Bone loss, vertigo, anemia, muscle atrophy, increased risk for cancer - these are just some of the human side effects of space travel. To study these human health risks of space travel, scientists around the world use NASA’s open-source GeneLab platform. GeneLab aggregates large volumes of space biology data on human and model organism samples exposed to spaceflight conditions. Their digital and physical repositories include cell info as well as DNA, RNA, and proteins. As an open-source platform, GeneLab data are publicly accessible at no cost.



Example: Using astronaut biological data from GeneLab, scientists recently found what may be the culprit behind many of the side effects from travel to space: mitochondrial stress.

Watch Video

Mitochondria are components within our cells that affect respiratory and energy function. This discovery could be crucial to overcoming human health- related problems in space. Understanding the source of this issue could help scientists develop countermeasures and therapies to keep people healthy in space for longer periods of time.




12.5 Definition and Considerations of Open Data


12.5.1 What is Data?



The Turing Way Community. This illustration is created by Scriberia with The Turing Way community, used under a CC-BY 4.0 licence. DOI: 10.5281/zenodo.3332807



Data are any type of information that is collected, observed, or created in the context of research. Today, data are increasingly stored electronically in a digital format.

Data includes:

Primary (raw) data – Primary data refers to data that are directly collected or created by researchers. Research questions guide the collection of the data. Typically, a researcher will formulate a question, develop a methodology and start collecting the data. Some examples of primary data include:


	Responses to interviews, questionnaires, and surveys.

	Data acquired from recorded measurements, including remote sensing data.

	Data acquired from physical samples and specimens form the base of many studies.

	Data generated from models and simulations.



Secondary & Processed data – Secondary data typically refers to data that is used by someone different than who collected or generated the data. Often, this may include data that has been processed from its raw state to be more readily usable by others.

Published data – Published data are the data shared to address a particular scientific study and/or for general use. While published data can overlap with primary and secondary data types, we have “published data” as its own category to emphasize that such datasets are ideally well-documented and easy to use.

Metadata – Metadata are a special type of data that describe other data or objects (e.g. samples). They are often used to provide a standard set of information about a dataset to enable easy use and interpretation of the data.

The term open data are defined in the open data handbook from the Open Knowledge Foundation:



  
  
  ch014.xhtml
  
  

  
  



13 Lesson 2: Using Open Data


13.1 Navigation


	Overview

	Learning Objectives

	Introduction

	Discovering Open Data

	Assessing Open Data

	Using Open Data

	Lesson 2: Summary

	Lesson 2: Knowledge Check





13.2 Overview

In this lesson you learn how to discover, assess, and cite an open data set. You start by exploring repositories and learning about the issues and considerations for searching datasets. You then learn how to determine if the dataset is suitable for your use by learning what to review in documentation, licenses, and file formats. The lesson wraps up with a discussion about the importance of citing the datasets and how to read and follow citation instructions.



13.3 Learning Objectives

After completing this lesson, you should be able to:


	Select data sources and use search techniques to discover open data.

	Assess if a dataset incorporates open access elements that ensure easy reusability.

	Explain the importance of citing open data, and find and follow citation instructions.





13.4 Introduction

Open data isn’t always simple to use in your research. Sometimes there are multiple versions of the same dataset, so learning how to discover and assess and then use open data will help you save time.

As an example, look at the monthly average carbon dioxide data from Mauna Loa Observatory in Hawaii. This is a foundational dataset for climate change. Not only is it one of the first observational datasets that clearly showed anthropogenic impacts on the Earth’s atmosphere, it constitutes the longest record of direct measurements of carbon dioxide in the atmosphere. These observations were started by C. David Keeling of the Scripps Institution of Oceanography in March of 1958 at a facility of the National Oceanic and Atmospheric Administration [Keeling, 1976].



If you want to make this figure yourself, or use the data for some other purpose, first you will want to find the data. If you search for this dataset, or any data, chances are that you will find a number of different sources. How do you decide which data to use?

If you start with Google and search for “Mauna Loa carbon dioxide data” you will find a lot of results. Here are just some of them:



How do you decide which one to use? In this lesson we will cover how to find, assess relevance, and use open data.





13.5 Discovering Open Data

Open data can be discovered by accessing data repositories, search portals, and publications. A wide variety of these resources are available. A key step is identifying the appropriate search terms for your application. Learning community-specific nomenclature and standards can accelerate your search.


13.5.1 Where to Start Your Search

There are multiple pathways to find research data, and you should be practiced in all of them.





13.5.2 People You Know (Online or In-person!)

When we show up to the present moment with all of our senses, we invite the world to fill us with joy. The pains of the past are behind us. The future has yet to unfold. But the now is full of beauty simply waiting for our attention.

What is the first and best way to find research data? Ask your community, including your research advisor, colleagues, team members, and people online. Knowing where to find reliable, good data is as much a skill and art as any lab technique. You learn this skill set by working with professionals in your field. There is no one source, no one method.



Image source: NASA, Dominic Hart 2023





13.5.3 Publications

Datasets are often attached to scholarly publications in the form of supplementary material. Publication search engines can enable the discovery of relevant publications that you can then use to find data from a particular publication.



13.5.4 Data Search Portals

Data can also be found utilizing a wide variety of search portals including:

Select each tab to find out more information.




	
GENERIC DATA SEARCH PORTALS ☑

	
DISCIPLINE-SPECIFIC DATA SEARCH PORTALS

	
NATIONAL AND INTERNATIONAL DATA SEARCH PORTALS






	

Generic data search portals enable discovery of a wide variety of data. Not built for specific disciplines, they serve a broader audience. This type of search portal collects and makes data findable. They are not sources of scientific data. These are aggregation services that emphasize quantity, not necessarily quality. This is where citizen scientists often go to find data, and it’s a great way for non-professionals to get involved in science.



Examples include:



	
Google


	
Kaggle


	
Wikidata


	
Open Data Network


	
Awesome Public Datasets













	
GENERIC DATA SEARCH PORTALS

	
DISCIPLINE-SPECIFIC DATA SEARCH PORTALS ☑

	
NATIONAL AND INTERNATIONAL DATA SEARCH PORTALS






	

Discipline-specific data search portals enable the discovery of specific types of data. They generally are tailored to meet their community’s needs.



Examples include:



	
NASA Earthdata


	
CERN


	
NCBI National Center for Biotechnology Information


	
EMBL’s European Bioinformatics Institute


	
ISPCR


	
NOAA Climate Data Online


	
USGS EarthExplorer


	
Open Science Data Cloud (OSDC)


	
NASA Planetary Data System













	
GENERIC DATA SEARCH PORTALS

	
DISCIPLINE-SPECIFIC DATA SEARCH PORTALS

	
NATIONAL AND INTERNATIONAL DATA SEARCH PORTALS ☑






	

National and international data search portals enable discovery of data produced by or funded by national and international organizations.



Examples include:



	
US Federal data


	
EU Data Portal


	
WHO


	
The World Bank


	
data.gov.uk


	
UNICEF


	
data.gouv.fr - Open Platform for French Public Data












13.5.5 Repositories

A common way to share and find open data is through data repositories. Many repositories host open data with persistent identifiers, clear licenses and citation guidelines, and standard metadata.

Note that some of our example search portals are also repositories, but not always. Some of the search portals are simply catalogs of information about the data, rather than storage locations for the data themselves.

Select each tab to find out more information.




	
GENERAL REPOSITORIES ☑

	
DOMAIN-SPECIFIC REPOSITORIES

	
INSTITUTIONAL REPOSITORIES

	
NATIONAL REPOSITORIES






	

General repositories are not designed for a specific community and are accessible to everyone.



Examples include:



	
Zenodo


	
Mendeley Data


	
Figshare


	
Dryad





See the Generalist Repository Comparison Chart – a tool for additional repositories and guidance. Dataverse has also published a comparative review of eight data repositories.











	
GENERAL REPOSITORIES

	
DOMAIN-SPECIFIC REPOSITORIES ☑

	
INSTITUTIONAL REPOSITORIES

	
NATIONAL REPOSITORIES






	

Specialized repositories (typically for specific data subject matter) provide support and information on required standards for metadata and more.



Some examples are:



	
Astronomy: Hubble data


	
Space Biology: NASA GeneLab: Open Science for Life in Space


	
Space Physics: Heliophysics Data Portal- Solar Space Physics Product Finder (nasa.gov)













	
GENERAL REPOSITORIES

	
DOMAIN-SPECIFIC REPOSITORIES

	
INSTITUTIONAL REPOSITORIES ☑

	
NATIONAL REPOSITORIES






	

Many universities and organizations support research data and software management with repositories, known as institutional repositories, to aid their researchers with compliance requirements.











	
GENERAL REPOSITORIES

	
DOMAIN-SPECIFIC REPOSITORIES

	
INSTITUTIONAL REPOSITORIES

	
NATIONAL REPOSITORIES ☑






	

National repositories aggregate data and make it available to the public.



Data stored in these repositories are often produced by the government.



Examples include:



	
https://data.gov/


	
https://data.europa.eu/en












13.5.6 Challenges with Data Repositories


	Any single repository, search engine or publication search will not have access to all available open data.

	Search terms may not be consistent across sources or fields of science.

	It is essential to become familiar with the standard nomenclatures and appropriate metadata terms for your application.

	There is no sure-fire recipe. You may have to try numerous terms and data sources before finding relevant data.





13.5.7 Activity 2.1: Discovering Open Data
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14 Lesson 3: Making Open Data


14.1 Navigation


	Overview

	Learning Objectives

	Planning for Open Data

	Selecting Data Formats and Tools for Interoperability

	Making the Data Reusable Through Documentation

	Making the Data Reusable Through Licensing

	Lesson 3: Summary

	Lesson 3: Knowledge Check





14.2 Overview

In this lesson, you learn the criteria and tasks needed to ensure that the datasets you make are open and reusable. The lesson starts with a discussion on creating a data management plan and then continues with topics on selecting open data formats and how to include metadata, readme files, and version control for your data. It wraps up with a discussion on open licenses for data.



14.3 Learning Objectives

After completing this lesson, you should be able to:


	Evaluate and select open data formats.

	Add documentation that enables other researchers to assess the relevance of the data. This includes metadata, README files, and version control.

	List two common open licenses used for datasets.





14.4 Planning for Open Data

A best practice when beginning your open data journey is to create a Data Management Plan (DMP). This describes how you will manage, preserve, and release your data during and after a research project. Common elements of DMPs relevant to open data include a description of the following:








	What?
	Data formats and (where relevant) standards



	When?
	When and if to share data



	Where?
	The intended repositories for archived data



	How?
	How the plan enables reuse of the data



	Who?
	Roles and responsibilities of the team members in implementing the DMP





In this lesson, we will cover some commonly practiced steps to make data. Specifically, we will focus on the “what” of making data. This covers what data formats you should use and what standards to follow to make the data as open and as readily usable as possible.

As a first step, check if your home institution or funding source has guidance, standards, or templates for DMPs.



14.5 Selecting Data Formats and Tools for Interoperability


14.5.1 Data Format Considerations

Preferred data formats are community supported, machine-readable, non- proprietary, modifiable, and open. It might seem like there are as many data formats as there are different types of data. When you think about selecting a data format, consider the following:


	Is the format compatible with your data type, shape, and size?

	Does the data format have adequate metadata support?

	Are there tools readily available or any specialized tools are required for reading the data format?

	Is the data format routinely used in your field? Community standards ensure compatibility, interoperability, and ease of use when exchanging or sharing data among researchers or organizations of the same community.





Investigate if your funding agency, institutions, and/or data repository has additional requirements for or guidance on data formats.



14.5.2 Non-Open Data Formats

A non-open (unsupported and closed/proprietary) data format refers to a file format that is not freely accessible, standardized, or widely supported by different software applications. Here are some examples of closed/proprietary data formats:


	Adobe Photoshop (.psd): The default proprietary file format for Adobe Photoshop, a popular image editing software.

	Microsoft Word (.doc/.docx): A proprietary file format used to store word processing data.

	AutoCAD Drawing (.dwg): A proprietary data format used for computer-aided design (CAD).



Software applications that can read but not create DOC, PSD, or DWG formatted data usually do not fully support all the features, layers, specifications, and inner workings of the original file.

Some challenges of using data in non-open formats include:


	Trouble opening the file due to compatibility issues.

	The need to install additional software or converters, leading to frustration and inconvenience.

	Initial setback dampens the enthusiasm for using your data.

	Converting the data to a universal format can lead to unique formatting or features that do not translate well, making the data lose part of its value.

	New open-data policies can limit the sharing of proprietary data as it is often non-compatible with the concept of easy distribution.





14.5.3 Open Data Format Examples

Some examples of open data formats include:

Select each card to find out more information.








	Comma Separated Values (CSV)
	For simplicity, readability, compatibility, easy data exchange.



	Hierarchical Data Format (HDF)
	For efﬁcient storing and retrieving data, compression, multi-dimensional support.



	Network Common Data Form (NetCDF)
	For self-describing and portability, efﬁcient data subsetting (extract speciﬁc portions of large datasets), standardization and interoperability.



	Investigation-Study- Assay (ISA) model for life science studies
	For structured data organization, data integration and interoperability among experiments, reproducibility and transparency.



	Flexible Image Transport System (FITS)
	As a standard for astronomical data, ﬂexible and extensible metadata and image headers, efﬁcient data compression and archiving of large datasets.



	Common Data Format (CDF)
	For self-describing format readable across multiple operating systems, programming languages, and software environments, multidimensional data, and metadata inclusion.





By embracing open standards, authors can avoid unnecessary barriers and maximize their chances of making data useful to their communities.




14.6 Making the Data Reusable Through Documentation


14.6.1 Adding Documentation and Metadata for Reusability

Metadata and data documentation describe data so that we and others can use and better understand data. While metadata and documentation are related, there is an important distinction. Metadata are structured, standardized, and machine readable. Documentation is unstructured and can be any format (often a text file that accompanies the data).

To better understand documentation and metadata, let’s take an example of an online recipe. Many online recipes start with a long description and history of the recipe, and perhaps cooking or baking tips for the dish, before listing ingredients and step-by-step cooking instructions.


	The ingredients and instructions are like metadata. They can be indexed and searched via Google and other search engines.

	The descriptive text that includes background and context for the recipe are like documentation. They are more free-form, and not standardized.



We already discussed metadata earlier in this module, but it’s important enough that we will repeat ourselves a little bit! We will also discuss other types of documentation, like README files.



14.6.2 Metadata: for Humans and Machines

Metadata can facilitate the assessment of dataset quality and data sharing by answering key questions. It is also the primary way users will find information about your dataset. It includes key information on topics, such as:


	How data were collected and processed

	What variables/parameters are included in the dataset

	What variables are included and what variables are related to

	Who collected the data (science team, organization, etc.)

	How and where to find the data (e.g., DOI)

	How to cite the data

	Which spatio-temporal region/time the data covers

	Any legal, guideline, or standard information about the data





14.6.3 Why Add Metadata?

Metadata enhances searchability and findability of the data by potentially allowing both humans and machines to read and interpret datasets. Benefits to creating metadata about your data include:


	Helps users understand what the data are and if/how they can use/cite it.

	Helps users find the data, particularly when metadata is machine- readable and standardized.

	Can make analysis easier with software tools that interpret standardized metadata (e.g. Xarray).



To be machine readable, the metadata needs to be standardized. See an example of a community-accepted standard for labeling climate datasets with the CF Conventions.

There are also software packages that can read metadata and enhance the user experience significantly as a result. For instance, Xarray is an open-source, community developed software package that is widely used in the climate and biomedical fields, among many others. According to their website, “Xarray makes working with labeled multi-dimensional arrays in Python simple, efficient, and fun!”. It’s the “labeled” part where standardized metadata comes in! Xarray can interpret variable and dimension names without user input, making the workflow easier and less prone to making mistakes (e.g. users don’t have to remember which axis is “time” - they just need to call the axis with the label “time”).

Many standards exist for metadata fields and structure to describe general data information. Use a standard from your domain when applicable, or one that is requested by your data repository.



14.6.4 Metadata Tagging Best Practices

Useful and informative metadata:


	Uses standards that are commonly used in your field.

	Complies with FAIR Principles.

	Is as descriptive as possible.

	Is self-describing.



Remember, the more metadata you add, the easier it will be for users of your data to use it effectively. When in doubt:


	Seek and comply with repository/community standards.

	Investigate open science online resources for metadata, e.g., Turing Way.





14.6.5 Accompanying Documentation

When creating your data, in addition to adding metadata, it is a best practice to create a document that users can refer to. The document can be done as a README file, a user guide, or even a quick start (or all three).

README and other documentation files can include information such as:


	Contact information

	Information about variables

	Information about uncertainty

	Data collection methods

	Versioning and license references

	Information about the structure and file naming of the data

	References to publications that describe the dataset and/or it’s processing



The intent is to help users quickly understand how they might use the data and to answer any commonly asked questions about your data. You can read more information and view a README template along with an example (particularly relevant for the medical sciences) at this Harvard Medical School website.



14.6.6 Data Versioning Guidelines

Establish a versioning schema for your data. This is a method for keeping track of iterations of data that features track changes and the ability to revert to a previous revision.

Proper versioning generates a changed copy of a data object that is uniquely labeled with a version number. This enables users to track changes and correct errors.

Proper versioning preserves data quality and provenance (the origin, history, and processing steps that lead to the dataset) by:


	Providing a record of traceability from the data’s source through all aspects of its transmission, storage, and processing to its final form.

	Saving data files at key steps along the way.

	Aiming for downstream verification/validation of original findings.






14.7 Making the Data Reusable Through Licensing



Image source: xkcd.com



Data is the intellectual property of the researcher(s), or possibly of their funder(s) or supporting institution(s). Data is intellectual property, but that does not mean it cannot be used by other researchers (with appropriate attribution).
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15 Lesson 4: Sharing Open Data


15.1 Navigation


	Overview

	Learning Objectives

	When and If to Share Data

	Where to Share Data

	How to Enable Reuse of Data

	Who is Responsible for Sharing Data

	Lesson 4: Summary

	Lesson 4: Knowledge Check





15.2 Overview

In this lesson, you learn about the practice of sharing your data. The discussion starts with a review of the sharing process and how to evaluate if your data are sharable. Next, you take a look at ensuring your data is accessible with a closer look at repositories and the lifecycle of data accessibility from the selecting a repository to maintaining and archiving your data. The lesson then discusses some steps to make the data as reusable as possible, and concludes with a section about considering who will help with the data sharing process.



15.3 Learning Objectives

After completing this lesson, you should be able to:


	Recognize institutional variables, issues of security, and timing that affect your decision to share data.

	Recall the features, inherent responsibilities, funding considerations, and sponsor requirements that researchers should consider when selecting a repository to share data.

	Describe the tools and list some best practices that optimize the shareability of data.





15.4 Data Sharing Process Overview

Sharing data is a critical part of increasing reproducibility of results. Whether it’s new data we collect ourselves or data that we process in order to do our analysis, we end up sharing some form of data. We need to think about what data we will share and how to best ensure that it will be open and usable by others.

Data sharing should typically be done through a long-term data center or repository which will be responsible for ingesting, curating, and distributing/publishing your open data. You are responsible for providing information/metadata to help make your data be readily discoverable, accessible, and citable. The cost of archiving and publishing data should also be considered.


15.4.1 So You Want to Share Your Data

Once you have decided to share your data, there are a number of questions you will have to answer to help you plan and that should be included in your data management plan (DMP):








	What?
	Data formats and (where relevant) standards



	When?
	When and if to share data



	Where?
	The intended repositories for archived data



	How?
	How the plan enables reuse of the data



	Who?
	Roles and responsibilities of the team members in implementing the DMP





In this lesson, we will be covering some steps toward making data. Specifically, we will focus on the “when”, “where”, “how”, and “who” sections of a DMP.



15.4.2 Open Data Sharing Process

In general, sharing your open data requires the following steps:


	Make sure your data can be shared

	Select or identify a repository to host your data

	Work with your repository to follow their process and meet their requirements

	Make sure your data is findable and accessible through the repository and is maintained and archived

	Request a DOI for your data set so that it is easily citable

	Choose a data license



Sometimes, you may be able to work with a well-staffed repository that will handle many of these steps for you. Otherwise, it is your responsibility to follow the above steps to share your data openly.




15.5 When and If to Share Data


15.5.1 When to Share Data?

The decision of when to share should be discussed with everyone on the team and documented in the data management plan. Funding agencies and organizations may have specific requirements about when data must be shared, but here we encourage you to think about whether it is feasible or possible to share even earlier than required by your funder. There are different times when data could be shared:


	Advanced Sharing: Sharing at the time of collection, or soon after. Some funding agencies require this, or allow for a short ‘embargo’ period, but a reason (quality checks, calibrations, etc.) is usually required. This maximizes data reuse and impact and can result in increased collaborations.

	Intermediate Sharing: At the time of publication. Many publications (and some funding agencies) require sharing data that is needed to reproduce results at the time of publication.

	Minimum Sharing: End of grant. All scientifically useful data should be shared by the end of the research grant.

	No Sharing: There are many reasons data should either be restricted or not shared at all.



As discussed previously in this curriculum, there are many benefits to sharing as early as possible. Early (advanced) sharing can lead to new and unexpected discoveries and expand your collaboration network. Remember, that even when you share data, you are still the world expert on that data! So often, when people want to work with the data, they will reach out to you to collaborate.



15.5.2 Should the Data be Shared?

Before datasets are shared, it’s important to consider any restrictions to your permission to share and ensure that your contributors – including sample and data donors – approve its release.

Data should be as open as possible and as closed as necessary.


	Opening our data is a powerful way to enable discovery, transparency, and scientific progress.

	Some data are subject to laws, regulations, and policies which limit the release of the data.

	Your local institution may have additional policies and resources – investigate them early and often.





15.5.3 Verify Your Data is Sharable

Before you decide where to share your data, you must make sure you can share your data.

Data needs to be as open as possible and as closed as necessary…


	Open data is a powerful way to enable discovery, transparency, and scientific progress

	But, some data are subject to laws, regulations, and policies which limit the release of the data

	Your local institution may have additional policies and resources – investigate them early and often



Specific considerations that might prevent the sharing of your data include:


	A country’s military secrets or violations of national interests

	Private medical information or an individual’s personal data

	Indigenous/cultural/conservation concerns

	Intellectual Property, Patented

	Other - please think about what you are sharing and the implications of sharing it (for example - do you have permission from everyone involved?)



In the first module of this curriculum, we listed several reasons why certain research products should not be shared. We will review some of these reasons, and go into more detail on a few that are particularly relevant to data.



15.5.4 Export and Security Considerations

Relevant laws and regulations that may prevent the release of data include but are not limited to:


	International Traffic in Arms Regulation (ITAR), which regulates the manufacture, sale, distribution, and export of defense-related articles and services.

	Export Administration Regulations (EAR), which regulates the manufacture, sale, distribution, and export of commercial and dual- use items, technology, and information not already covered by ITAR.



Example: NASA Space System Protection Standard

NASA STD 1006.1 Space System Protection Standard, which establishes protection requirements to ensure NASA missions are resilient to purposeful threats.



15.5.5 Controlled Information Considerations

Some regulations and policies that may prevent the sharing of data include but are not limited to:


	Health Insurance Portability and Accountability Act (HIPAA), which established standards to protect sensitive patient health information from disclosure.

	Controlled Unclassified Information provides standards for handling unclassified information that requires safeguarding or dissemination controls consistent with laws, federal regulations, and policies.

	Federal laws and regulations governing classified information or security requirements.





15.5.6 Intellectual Property Considerations

Data may be subject to intellectual property, copyright, and licensing concerns. A few of the relevant regulations and policies include patent or intellectual property laws including the Bayh-Dole Act, which enables universities, nonprofit research institutions, and small businesses to own, patent, and commercialize inventions developed under federally funded research programs.

Example: NASA FAR Supplement 1852.227

NASA FAR Supplement 1852.227, which outlines patent and data rights for government contracts.



Many research institutions have resident experts in intellectual property, copyright, and patent law. They can be a great resource if you have any questions or concerns.




15.6 Where to Share Data

Data can be shared in a variety of locations. While sharing data via email or websites is popular, they are not recommended as they do not meet the requirements for findability or long-term archival support. Sharing data as part of the supplemental material of a peer reviewed publication, especially for small data sets, is acceptable in some fields. A long term repository that provides a permanent identifier is the best option for sharing of data.


15.6.1 Selecting a Data Repository

If you do not already have a data repository in mind, consider the following to narrow down your options:


	Does your funding sponsor require a specific data repository?

	Does your organization/institution recommend a specific data repository?

	Is there a domain-specific repository that is widely-used in your research field?

	Does the repository provide open data access?

	Do you think the tools offered by the repository for data discovery and distribution are suitable for your data and FAIR?

	Does the repository require funding from your project, does it fit within your budget and does it require sustained support beyond the project life cycle?



Find and compare the services, beneﬁts and limitations of the repositories you are considering. Each repository will have its own processes and requirements for accepting and hosting your data depending on their level of funding, purpose, and user base.

Similarly, each repository will provide a different set of functionality and services depending on their level of funding, purpose, and user base.

Data with privacy concerns may have additional anonymization or approval processes or restrictions on who can access the data.

A good overview of desirable characteristics presented by the White House is given here.



15.6.2 Ensuring Accessibility

Good repositories will share (or offer) your open data through standard protocols, like HTTPS or SFTP. Common ways to do this are:


	Allowing users the ability to see a list of files that they can click and download via an intuitive interface.

	Creating a documented API for users to generate a list of file links that meet search criteria that they can download in an automated fashion (i.e., machine-to-machine data access).



Additionally, repositories can require authorization and authentication (e.g., logins with usernames/passwords) to access data. While this is allowed under FAIR principles, it may violate Open Science principles if not everyone is able to obtain a login.



15.6.3 Working with a Repository




	
START WORKING WITH A REPOSITORY ☑

	
MAINTAINING DATA AT A REPOSITORY

	
ARCHIVING DATA AT A REPOSITORY






	

Repository requirements can vary widely. Always review a repository’s requirements to see what actions you need to take once you’re ready to start working with them. Also note that some repositories have staff that will help with the process of sharing data, while others rely on the user to know how to share their own data.



If you use a repository that has staff to help you with the process, they may want to review and comment on your data management plan.



The repository may request that you produce some test of sample data in order to assess:



	
That the data format you intend to use is supported.


	
That data variables are named as expected.


	
That metadata vocabulary is correct.


	
That repository-specific requirements are met.





This conformity check can identify misunderstandings early and result in a smooth final submission of your data to the repository.











	
START WORKING WITH A REPOSITORY

	
MAINTAINING DATA AT A REPOSITORY ☑

	
ARCHIVING DATA AT A REPOSITORY






	

As you progress through your project lifecycle, utilize your repository’s update, revision and resubmission processes to keep the archived data products up to date. Any new versions of the data you want to share through the repository will need to go through a similar process as your initial data set.



Any new versions of the data you want to share through the repository should go through the same DMP review, compliance check, and upload procedure as your initial data set.











	
START WORKING WITH A REPOSITORY

	
MAINTAINING DATA AT A REPOSITORY

	
ARCHIVING DATA AT A REPOSITORY ☑






	

When your project ends, ensure you’ve updated and uploaded any companion documentation (discussed in the previous lesson “Making Open Data”) with your final version (even if only a single version of the data was made).



Make sure the repository will keep your data (or at least your metadata) on- line for a reasonable period of time after your project ends.



If any data issues are found after the conclusion of your project, make sure the repository will still accept data revisions, if they are needed.











15.7 How to Enable Reuse of Data


15.7.1 Obtaining a DOI

Individuals cannot typically request a DOI (digital object identifier) themselves but rather have to go through an authorized organization that can submit the request, such as:


	The data repository

	Your organization

	The publisher (if the data set is part of a publication)



Data makers should provide summary information for DOI landing page(s) if required. Data sharers should accommodate data providers’ suggestions and comply with DOI guidelines and create landing page(s). If possible, reserve a DOI for you ahead of creating your data.



15.7.2 Ensuring Findability

Repositories handle the sharing, distribution, and curation of data. Additional services they may provide include:


	The assignment of a persistent identifier (like a DOI) to your data set

	The indexing and/or registration of your data and metadata in various services so that they can be searched and found online (i.e., through search engines).

	The provision of feedback to data makers to help them optimize their metadata for findability.

	Coordinating with data makers to ensure metadata refers to the DOI.

	Ensuring the DOI is associated with a landing page with information about your data.





15.7.3 Making it Easy to Cite Your Data

The goal is to make it easy to cite your data. Best practices include:


	Include a citation statement that includes your DOI.

	Different repositories and journals have different standards for how to cite data. If your repository encourages it, include a .CFF file with your data that explains how to cite your data.

	Clearly identify the data creators and/or their institution in your citation.

	This allows users to follow up with the creators if they have questions or discover issues.

	Include ORCiD of data authors where possible in the citation.






Now that your data are at a repository and have a citation statement and DOI, publicize it to your users and remind them to cite your data in their work!




15.8 Who is Responsible for Sharing Data

Sharing data openly is a team effort. An important part of planning for open data is planning and agreeing to roles and responsibilities of who will ensure implementation of the plan.

So what needs to be done? Documenting these roles and responsibilities in your Data Management Plan will help your team stay organized and do science faster! A well-written, detailed plan should include:


15.8.1 Who Will Move Data to a Repository

Once you are ready to send your data to your repository, find the repository’s recommendations for uploading data. Determine who will work with your repository to accomplish the following types of activities:


	Provide information on data volume, number of files, and nature (e.g., revised files)

	Check that the file name follows best practices

	How will the data be moved? (especially when files are large)

	Check the data! Verify the integrity of the data, metadata, and documentation transfer





15.8.2 Who Will Develop the Data Documentation and Metadata

Determine who will work with your repository, inventory the transferred data, metadata, and documentation. This role might include the task of populating any required metadata in databases to make the data findable.

You may be able to accomplish some of these tasks through a repository’s interface. However, some types of repositories may require you to interact with their administration teams. For this role, determine who will:


	Provide suggestions to organize data content and logistics-

	Develop the metadata

	Develop the documentation (e.g., README file or report)

	Extract metadata from data files, metadata files (if applicable), and documentation to populate the metadata database and request additional metadata as necessary





15.8.3 Who Will Help With Data Reuse

Once the repository has made your data available, someone from your team must test access to the data (its accessibility) and distribution methods (its findability). If possible, identify who will work with your repository to optimize/modify tools for intuitive human access and standardize machine access. This role requires someone who to:


	Clearly communicate the open protocols needed for the data/metadata.

	Provide actual data use cases to data publisher to optimize/modify data distribution tools based on available metadata.

	Understand the access protocol(s) and evaluate implications to targeted communities and user communities at large in terms of accessibility.





15.8.4 Who Will Develop Guidance on Privacy and Cultural Sensitivity of Data

Sharing data should be respectful of the communities that may be involved. This means thinking about privacy issues and cultural sensitivities. Who on your team will identify and develop guidance on:


	Privacy concerns and approval processes for release - is the data appropriately anonymized?

	How to engage with communities that data may be about.

	How data can be correctly interpreted.

	Are there any data restrictions that may be necessary to ensure the sharing is respectful of the community the data involves, eg. collective and individual rights to free, prior, and informed consent in the collection and use of such data, including the development of data policies and protocols for collection?






15.9 Lesson 4: Summary

The following are the key takeaways from this lesson:


	When and if to share data? Determine at what point in a project it makes the most sense to share our data. Remember, not all data can or should be shared.

	Where to share data? Sharing in a public data repository is recommended, and there are many types of repositories to choose from.

	How to enable reuse? Ensure appropriate, community-accepted metadata, assign a DOI, and develop a citation statement to make sure it can be easily found and cited.

	Who helps share data? There are many steps in making and sharing data and it’s important to think about who will be responsible for each step.





15.10 Lesson 4: Knowledge Check

Answer the following questions to test what you have learned so far.

Question

01/04

Data cannot be shared if it is:


	ITAR controlled

	Controlled Unclassified Information

	Subject to intellectual property, copyright, and licensing concerns

	All of the above



Question

02/04

Select the option you think is correct to complete the sentence.

It is best practice to start working with a repository _____.


	As early as possible

	When you have test data ready

	After you obtain a DOI

	When you are ready to release your data



Question

03/04

Which one of the following might be able to help you get a DOI for your data:


	The repository you are working with

	Your home organization

	A journal you are submitting a manuscript and data to

	All of the above



Question

04/04

Which of the following are roles to consider when sharing data? Select all that apply.


	Develop guidance on privacy and cultural sensitivity of the data

	Develop the data documentation and metadata

	Assign the data a DOI

	Verify the integrity of the data, metadata, and documentation transfer
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16 Lesson 5: From Theory to Practice


16.1 Navigation


	Overview

	Learning Objectives

	Writing an Open Science and Data Management Plan

	Open Data Communities and You

	Additional Resources

	Lesson 5: Summary

	Lesson 5: Knowledge Check

	Open Data Summary





16.2 Overview

In this lesson, you will get some practice writing a data management plan. You will then learn how you can get involved in open data communities. You will also learn about resources you can start to use and training you can take to start your journey with open data.



16.3 Learning Objectives

After completing this lesson, you should be able to:


	Describe the steps toward writing a data management plan.

	List opportunities for involvement in the open data communities.

	Identify additional open science resources and list ways to continue training.





16.4 Writing an Open Science and Data Management Plan

The process, responsibilities, and factors to consider when creating an open science and data management plan have been presented throughout this module. Common elements of DMPs relevant to open data include a description of the following:








	What?
	Data formats and (where relevant) standards



	When?
	When and if to share data



	Where?
	The intended repositories for archived data



	How?
	How the plan enables reuse of the data



	Who?
	Roles and responsibilities of the team members in implementing the DMP





Two great places to start are https://dmptool.org/ and https://dmponline.dcc.ac.uk/. You will need to create a free login to use these tools, but both websites walk researchers through the steps of writing a DMP. There are even some existing DMP templates stored within DMP Tool that may be targeted towards a funding body you are interested in.

There are also public examples of data management plans at

https://dmptool.org/public_plans and

https://dmponline.dcc.ac.uk/public_plans.

If you are applying for funding, it is almost guaranteed that there will be specific requirements detailed in the funding opportunity. For example, the funder may require a certain license or use of a specific repository. Make sure to cross reference your plan with these requirements!


16.4.1 Activity 5.1: Review a data management plan

Take a look at the example of a public data management plan from the ThEBES project.

In the DMP, answer the following questions:


	What: Data formats and (where relevant) standards.

	When: When and if to share data.

	Where: The intended repositories for archived data.

	How: How the plan enables reuse of the data.

	Who: Roles and responsibilities of the team members in implementing the DMP.






16.5 Open Data Communities and You


16.5.1 Getting Involved with Open Data Communities

There are numerous ways to get involved with and support open data communities, including starting your own community.




	
REPOSITORIES ☑

	
STANDARDS COMMITTEES

	
CONFERENCES , WORKSHOPS AND SPECIAL SESSIONS






	

	
Contribute to open data repositories


	
Many repositories have user committees to provide them with advice and feedback (and are often looking for volunteers to serve)


	
Subscribe to repository mailing lists and social media accounts

















	
REPOSITORIES

	
STANDARDS COMMITTEES ☑

	
CONFERENCES , WORKSHOPS AND SPECIAL SESSIONS






	

	
Volunteer to serve on a standards committee


	
Provide input to the standards committee


	
Subscribe to the mailing lists focused on standards

















	
REPOSITORIES

	
STANDARDS COMMITTEES

	
CONFERENCES , WORKSHOPS AND SPECIAL SESSIONS ☑






	

	
Organize a gathering around open data


	
Participate in a gathering around open data

















16.6 Additional Resources


16.6.1 Resources for More Information

In addition to the resources listed elsewhere in this training, the below community resources are excellent sources of information about Open Data.

References and Guides:

NASA Science Mission Directorate’s Open-Source Science Guidance for researchers

CLICK TO LEARN

Open Data Module from OpenSciency

CLICK TO LEARN

Resources for open data through the US federal government

CLICK TO LEARN

The FAIR Principles from FAIRsharing.org

CLICK TO LEARN

The Open Data Handbook

CLICK TO LEARN

Reproducible Research and Data Analysis from FOSTER Open Science

CLICK TO LEARN

Data publishing guidelines from the Data Management Expert Guide

CLICK TO LEARN

DataTags: A Harvard University Privacy Tools project to help researchers use and share sensitive data

CLICK TO LEARN

Best Practices for Data Publication in the Astronomical Literature by Chen et al.

CLICK TO LEARN



16.6.2 Opportunities for More Training About Open Data

In addition to the resources listed elsewhere in this training, the community resources listed below provide excellent information on Open Data.

Additional training:

GODAN MOOC about how to use, make, and share open data

CLICK TO LEARN

Data literacy lessons for an array of disciplines from the Carpentries

CLICK TO LEARN

MOOC on Data Management, Sharing and Services for Agriculture Development

CLICK TO LEARN




16.7 Lesson 5: Summary

Now that you have completed the lesson, you should be able to start your journey with open data:


	You now know the steps and have practice writing a sample data management plan.

	There are a variety of ways to get involved in the open data community.

	There are numerous resources available to get more information and take more training about open data.





16.8 Lesson 5: Knowledge Check

Question

01/02

Which of the following are steps to include in a data management plan (DMP)? Select all that apply.


	What: Data formats and (where relevant) standards

	When: When and if to share data

	Why: Why you used an online DMP template

	Where: The intended repositories for archived data

	Which: Which data communities you are involved in

	How: How the plan enables reuse of the data

	Who: Roles and responsibilities of the team members in implementing the DMP



Question

02/02

What are the three broad categories of getting involved with open data communities discussed in this lesson? Select all that apply.


	Engage with repositories

	Join standards committees

	Write a data management plan (DMP)

	Volunteer and participate in conferences, workshops, and special sessions

	Identify data sharing roles and responsibilities on your team





16.9 Open Data Summary

Congratulations! Now that you have completed the module, you should be able to do the following:


	Explain what open data means, its benefits, and how FAIR principles are used.

	Discover open data, assess the data for reuse by evaluating provided documentation, and cite the data as instructed.

	Create an open data management plan, select open data formats, add the needed documentation, including metadata, readme files and version control, to make the data reusable and findable.

	Evaluate whether your data should and can be shared, and use the data accessibility process, including adding a DOI and citation instructions to enable it to be findable and citable.
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17 Lesson 1: Introduction to Open Code


17.1 Navigation


	Overview

	Learning Objectives

	Success Stories

	Definitions and Considerations of Open Code

	Principles, Benefits, and Challenges

	When Not to Share

	Software Management Plans (SMP)

	Lesson 1: Summary

	Lesson 1: Knowledge Check





17.2 Overview

This lesson defines the key terms, core principles, benefits, and challenges of open code. The practice of making code openly available to the public occurs within a spectrum from more to less protected. Ethical and legal conditions can limit the degree of openness that researchers can permit. This lesson will introduce the critical questions to consider when determining the appropriate accessibility of code to external users along with best practices to overcome common constraints to maximize availability. The lesson concludes with a discussion on the software lifecycle and how it fits with the “Use, Make, Share” framework and its relationship to a management plan.



17.3 Learning Objectives

After completing this lesson, you should be able to:


	Define open-source software and distinguish it from closed-source software.

	List common benefits and challenges to the production of open code and describe how researchers can respond to some of the challenges while maximizing openness when appropriate.

	Describe the function and purpose of a Software Management Plan, as its utility as a guidebook for everyone involved in a scientific project.





17.4 Success Stories

Why does good science demand that researchers make their code open-access? Sharing your code (and data) makes it easier for others to reproduce your results, helping to validate findings and reduce resources required to duplicate experiments. As a bonus, this decision can lead to new collaborations made possible through a shared dataset and common understanding of scientific material.

Many journals and funding agencies require that you share your code at the time of publication. However, the prospect of opening code up to criticism, not receiving attribution, or missing out on a result that external researchers discover can deter scientists from making their code open-access. What if people find an error? What if they criticize your coding style? What if they take your code and publish a new result without including you? This module will help you gain confidence in sharing your code by walking you through the basic details to consider when practicing open-science.

Let’s review some well-known examples of groups that shared their code and what the impacts were:

Use buttons to navigate between the examples.



The first image of a black hole would not have been possible in this decade if all the required code had to be written solely by the scientists involved. These scientists were able to use well-tested, community accepted open-source software to conduct their analysis and create this now famous image. Dr. Katie Bouman and her team commended the critical role that open-source contributors played in her team’s effort to image the first black hole. This breakthrough was made possible by open-source libraries that provided robust and freely available code. The code used to capture this image was crafted by 21,485 contributors. Sophisticated iterative data processing pipelines and algorithms used by Dr. Bouman’s team were community developed and tested, making robust and reproducible science possible without having to rewrite every piece of software needed.



This is the Ingenuity helicopter, or as the engineers call her, Ginny. She got to Mars by hitching a ride on the Perseverance rover, landing in the Jezero Crater in 2021.

This is a video of Ginny’s first flight. She took off, got about ten feet off the ground, did a spin and landed. This groundbreaking flight proved that powered flight on Mars is achievable, opening up the door for an entirely new era of exploration.

But Ginny’s achievements also reflect another new era; one of truly open and inclusive science.

Behind that 4-pound helicopter are more than 12,000 people who contributed code, documentation, design, and more thanks to the open-source software which was used to power her. Everyone who contributed to the open-source software libraries that Ginny used received a badge on their GitHub page that showed they helped fly the first helicopter on Mars.

In addition, Ginny’s final software developed at the Jet Propulsion Lab, called F prime, was itself open-source and has been used since in flight research, drones, and CubeSats. In fact, F prime had been copied to other people’s repositories more than 1,200 times.



Most space telescope data is embargoed for 12 months with only the lead scientist and their selected team allowed to work with the data. In a unique case, a small portion of data from NASA’s new James Webb Space Telescope (JWST) offered an early-release program. This JWST data was made available immediately.

How scary is that? To know that everyone you know is going to have access at the exact same time. The anxiety and stress of feeling as if you don’t publish first, you might not have a job, or you might not have the next job that you want.

In one case, a team decided to work fully in the open and collaborate with this early- release data. The result? 20+ planned papers and the first discovery of carbon dioxide on another planet - hinting at the possibility of discovering new life.

Co-author Dr. Natasha Batalha employed open science principles to enable this rapid discovery using the new JWST data. In the years leading up to the JWST release, Dr. Batalha’s team formed a collaborative group of 341 members. Once JWST data was made public, the data reduction and scientific interpretation could be reproduced through open software then archived. The research team’s first article was made available as open- access on an archived preprint server and published in Nature.

Notably, Dr. Batalha’s team published the first identification of CO2 in an exoplanet’s atmosphere from spectra taken with JWST. This was conducted with JWST’s Early Release Science Program data, the first science data taken by the facility. The team worked in an open-format from ideation, to analysis, through to publication and communication.

This example illustrates the benefits of applying open science principles to rapidly produce meaningful research. The team worked in an open format from ideation, to analysis, through to publication and communication.



New open-source sets of climate models incorporate features that aim to make climate research more collaborative, efficient and reliable.

Scientists have published an open-source framework of climate models (Isca) which contains models that are easy to obtain, completely free, documented, and come with software to make installation and operation easier. All changes are documented and can be reverted. Therefore, anyone can easily use the same models.

Although the Isca model was initially used to examine the tropical upper atmosphere, researchers from other fields of science have used it to study the life cycle of weather systems, the Indian monsoon, and the effect of volcanic eruptions on climate.

New research across all of these fields was possible within only one year of the Isca’s first publication. This is how we want all of science to work!

Credit:

https://theconversation.com/making-climate-models-open-source-makes-them-even-more-useful-90929



17.5 Definitions and Considerations of Open Code

All science builds on what has already been accomplished. Code is no different. Many scientists use code to do data analysis. This process begins with the acquisition of data, either by running an experiment or model that generates data or by identifying observational data that may be useful to test a hypothesis. Next, the data is analyzed. It is very likely that the code required to read or analyze a new data set was already created by someone. The existing code might require some degree of modification to meet a researcher’s unique parameters. Even the development of a new model can incorporate specific elements of existing code from different sources.

Understanding how to find and use others’ code, create your own, and share it is an important part of advancing open science. Just like good data management practices, knowing some of the details about how to share it will not only help you use it later, but also help others understand how to use and cite it so you get credit!



Code example from https://github.com/UCB-stat-159-s23/site/blob/main/lectures/climate-data.ipynb


17.5.1 What is Code vs Software?



When we write “software,” we are actually writing text code and using an interpreter or compiler to translate it into a program that the machine can run. Code is a language that humans can type and understand. Software is often a collection of programs, data, and other information that a computer system uses to perform specific tasks. An example is a software library, which is a suite of data and programming code that is used to develop software programs and applications.

Often, scientists write and publish code that helps others reproduce their results rather than creating software packages. But many scientists aren’t starting their code from scratch. There are large open- source software libraries that scientists use and contribute to, such as scipy, astropy, matplotlib, and others. These libraries let everyone do science faster and better because they have been written, tested, and are used by thousands if not hundreds of thousands of people. These libraries have been widely adopted because they are open-source – which makes it easier to collaborate with anyone, anywhere.



17.5.2 What is Open Source Software

Open-source software is distributed with its source code without cost, making it available for others to use, modify, and distribute with its original rights and permissions.

Often, open-source software is transparently shared in a public repository, and sometimes maintained through collaboration. Open-source software development is the basis for a vast range of research software packages.

There are a variety of license choices that can be made for open software which can allow the creator to retain various levels of ownership and rights. The choice of license impacts reuse by others. But first, let’s break down the main types of software scientists use based on their purpose by showing examples of each type.



17.5.3 Types of Software

Scientists use and produce a wide variety of different types of software during projects. While many researchers might just use equations in a spreadsheet, others may use open source libraries for advanced machine learning model development and plotting results, while others may contribute to open-source libraries in their field and grow their reputation and impact that way. Here are some examples of different types of software that you might encounter.

General Purpose Software – General purpose software is produced for wide use and not specialized scientific purposes. This includes both commercial software and open-source software. Many widely used productivity software packages are open- source success stories:


	Linux kernel, GNU userspace, and various Linux and UNIX distributions

	PostgreSQL – open source enterprise-grade database

	WordPress and Apache web hosting tools

	Firefox and Chrome

	Chrome’s engine is Chromium which is forked from WebKit which was forked KHTML. This was possible because it had a license that allowed for this type of reuse. All major browsers today except Firefox can be traced back to KHTML.




	Android operating system among others

	You can look at the Android source code, but you can’t modify it and install it on a device. And even if you could, you couldn’t use any of the standard services (e.g. Google Store) with that. So it’s “open” in the same sense that last night’s lottery numbers are “open”.






Operational Software – Operational software is used by data centers and large information technology facilities to provide data services. For example:


	Fprime – Space mission flight software



Infrastructure Software – Infrastructure software is used by data centers and large information technology facilities to provide data services. Examples include: - PODAAC – Distributed archiving and processing software - UFS – Operational weather forecasting model software - Metadata Compliance Checker, APIs, Web apps, Giovanni, McIDAS

Libraries – Libraries are generic tools for implementing well-known algorithms, providing statistical analysis, or visualization which are incorporated in other software categories. Examples include: - NumPy – Scientific computing with python - scikit-image – Image processing algorithms in python - deal.II – Library of algorithms to solve partial differential equations with finite elements

Modeling and Simulation Software – Modeling and Simulation Software either implements solutions to mathematical equations given input data and boundary conditions, or infers models from data. They often use libraries. Examples include: first-principles models, data-assimilation tools, empirical models, machine learning, mission planning and engineering tools, among others. - OpenFOAM – Computational fluid dynamics software - MOM6 – General ocean circulation model - ASPECT – Planetary convection software - Atmospheric radiative transfer, stellar evolution, upper ocean turbulence, solar wind predictions, orbit propagation (e.g., OpenGGCM, MESA)

Analysis Software - Analysis software is developed to manipulate measurements or model results to visualize or gain understanding. This software often evolves from single-use utility software and may incorporate libraries. - Photutils – tools for detecting and performing photometry of astronomical sources

Single-Use Utility Software – Single-use utility software is written for use in unique instances, such as making a plot for a paper, or manipulating data in a specific way. This code often uses libraries for analysis, plotting, or reading data. This software is the most common type that gets included into Open Science and Data Management Plans (OSDMP), which we will talk about shortly. Examples include: - Angus et al. 2019 – Fitting a gyro relation to Praesepe - Webb telescope spots CO2 on exoplanet for the first time: what it means for finding alien life. All the data and models presented in this publication can be found here. - Constraining the increased frequency of global precipitation extremes under warming - Code at: https://doi.org/10.5281/zenodo.6288035 (2022)




17.6 Principles, Benefits, and Challenges


17.6.1 Principles of Open Code

Open software principles are derived from open-source software best practices. They establish guidelines that advance open science and aim to enhance the value and impact of research.








	Transparency
	Whether you are developing software or solving a business problem, we all have access to the information and materials necessary for doing our best work. When these materials are accessible, we can build upon each other’s ideas and discoveries. We can make more effective decisions and understand how those decisions affect us.



	Collaboration
	When we’re free to participate, we can enhance each other’s work in unanticipated ways. When we can modify what others have shared, we unlock new possibilities. By initiating new projects together, we can solve problems that no one can solve alone. And when we implement open standards, we enable others to contribute in the future.



	Share early and often
	Rapid prototypes can lead to rapid discoveries. An iterative approach leads to better solutions faster. When you’re free to experiment, you can look at problems in new ways and seek answers in new places. You can learn by doing.



	Inclusive
	Good ideas can come from anywhere, and the best ideas should win. Only by including diverse perspectives in our conversations can we be certain we’ve identified the best ideas, and good decision-makers continually seek those perspectives. We may not operate by consensus, but successful work determines which projects gather support and effort from the community.



	Community
	Communities form when different people unite around a common purpose. Shared values guide decision making, and community goals supersede individual interests and agendas.





Credit: The open source way | Opensource.com



Sharing code enhances science because it enables reproducibility, reusability, and replicability. The decision to share code benefits the scientific community because it increases transparency, participation, and collaboration. Sharing code at any point in the research process can be valuable.

In most cases, the source code used to generate results in peer-reviewed papers should be published, cited, and accessible.



17.6.2 Benefits of Moving to Open Software

Science moves faster when researchers are able to work together, help correct errors, build on each other’s results, and share resources. Sharing software is a key part of open science that:


	Accelerates science by making it easier to use and build on software developed in previous work.

	Minimizes the time and cost of repeated development of similar software and the reproduction of scientific computations.

	Increases the potential number of users and developers and thus helps improve quality and trust in the software.

	Increases the likelihood that developers gain visibility, sustainability, software quality, and advance their employability.





17.6.3 Challenges of Moving to Open Software

It is not uncommon for research groups to spend years developing code, writing papers with the results, and gaining scientific influence by not sharing the code. Anyone new who wants to work on a similar project is at a huge disadvantage because they would have to start from scratch. Also, anyone wanting to work in that area is forced to collaborate with the group. This group retains a very real competitive advantage by keeping it closed source. However, this approach stifles innovation and hurts scientific progress. Many funding agencies are now requiring that code is shared at the time of publication, if not before. But challenges and fears remain:


	Openness has costs: time spent documenting, publishing, responding to users/maintenance and cleaning up/enhancing quality.

	Effort is required to learn how to leverage the new tools and knowledge (resources are available to ease this effort).










	Fear
	Discussion/Mitigation:





	Scooping: What if someone re-uses my code to publish a result I was working on?
	Yes, this can happen. But, in many fields, if it is clear that someone is actively working on a problem, the decision by another scoop may have a short term gain but long-term loss. In the scientific community, reputations serve as a cultural currency and being collaborative generally leads to increased career successes. If you are sharing your code, ensure it has a digital object identifier (DOI) so you get credit. This does not prevent anyone from using it or extending your analysis, but it does ensure you will get credit for your contribution. There is a nice article about this here.



	Misinterpretation or misuse
	Provide sufficient contextual information (documentation) to allow others to understand your code fully to reduce this risk.



	My code will be used, but not cited
	While it is not common for researchers to cite code, data, or other non-published articles, science ethics dictates that you should be cited if your work is used. Remember to appropriately cite the material of others so that you’re not adding to the problem.



	Code is too sensitive to share
	User controlled access to help maintain sensitivity and security.



	It won’t be useful to anyone else
	You never know how materials might be used. Individuals who contributed a wide variety of seemingly unrelated software projects ended up helping NASA land a rover on Mars!






17.6.3.1 Ultimately, you are free to deploy the open software principles and resources in your research to maximize its impact and meet the expectations of your sponsors and community while managing costs.




17.6.4 Activity 1.1: Relating Principles to Benefits and Challenges

Determine whether a statement is a benefit or challenge by dragging each to the correct box.




	
Benefits






	
Makes it easier to use and build on software developed in previous work.

	
Users are free to use and modify Open Software minimizing duplicated effort.




	
Can increase usage of the software, which can help improve software quality.

	
Open Software developers can gain visibility & sustainability of their software.









	
Challenges






	
Requires extra time for activities like documenting, publishing, & maintenance.

	
Effort is required to learn how to leverage the new tools and knowledge.






Key Takeaways: Relating Principles to Benefits and Challenges


	Making software more open by following the principles has benefits and challenges, which are related.

	Greater benefits typically come with greater challenges.

	In most cases, individual scientists and society will both benefit from more open software.






17.7 When Not to Share

There are valid reasons that restrict a researcher’s ability to share their complete code or software packages. Some of these reasons may include:


	The code incorporates a country’s military secrets or its dissemination violates national interests or security concerns.

	The code incorporates intellectual property or patented data and information.

	Institutional policies or organizational regulations do not permit the sharing of code.

	Think about what you are sharing and the implications of sharing it (for example - do you have permission from everyone involved?).




17.7.1 Licensing Code

The collaborative data science handbook by The Turing Way says of restrictions to open source sharing, “As with anything else in society, some of what you can and cannot do in software (or hardware) development is determined by the law. Licensing is therefore an important aspect of sharing/publishing open source projects as it provides clarity for anyone looking to reuse an open source project. Without licenses in place, anyone who wants to reuse it will be left with legal ambiguity as to the status of using your intellectual property.”

To be considered open source, software requires a license that complies with the Open Source Definition. One criteria of this definition demands that open source licenses “must allow modifications and derived works, and must allow them to be distributed under the same terms as the license of the original software.”

In the next lessons, licenses will be discussed in more detail. As you are working on a project, you may want to use code developed by others, develop your own code, and then share it. Licenses affect all aspects of this process and it is important to understand how different licenses may affect your ability to share your code at the time of publication. It is also important to consider any requirements from your funder or institution about how you license your software.



17.7.2 Planning for Openness: Using the Use, Make, Share Framework for Open Code

Funding agencies and journals are increasingly requiring researchers to share software.

For example, NASA’s ROSES, which solicits Earth science research proposals, requires researchers to make their software publicly available:


17.7.2.1 “Data and software developed using Research Opportunities in Space and Earth Sciences (ROSES) funding in support of a peer-reviewed publication shall be made publicly available at the time of publication”

https://science.nasa.gov/researchers/sara/faqs/osdmp

Planning for a research project requires researchers to determine their mode of collaboration and method of sharing code. This step is often documented in a Software Management Plan (SMP) within a research proposal. An SMP details the what, when, where, how, and who will be sharing the code or software.





17.8 Software Management Plans (SMP)

Software management plans encompass both code and software.








	What?
	Description of types, management, preservation, and release of software.



	When?
	The schedule for software archiving and sharing.



	Where?
	Location where software will be shared and archived over the long term.



	How?
	Enable reuse of software through assigning a DOI, license, contribution guidelines, etc.



	Who?
	Roles and responsibilities of the team members.





As your research starts using, creating, and sharing code, the SMP provides a guidebook for everyone on the project that establishes a common understanding.

Is your project sharing all code publicly or just code that goes into a publication? Will your team be contributing back to open-source projects or just writing code that builds on them to produce results? Considering these questions early will influence how much time and energy you may want to spend on documentation and how you plan to share the code.


17.8.1 Open Code is a Spectrum

Just like data, code can be shared in many different ways to increase reusability. Code can be shared without any documentation, purely as a reproducibility artifact, or code can be well-written, documented, and openly-licensed to maximize re-use. Both of these approaches have value and depend on the time, energy, and funding that researchers have available.


	There is a spectrum of openness when it comes to open software that ranges from open- source software to closed source software.

	An example of something “in between” could be an executable file with documentation on how the code works.

	Some projects may be open from inception and continuously share all code throughout development. Others may share some of the code at the time of publication. Other projects may only make code available once funding ends. A variety of valid reasons factor into a project’s approach to sharing.

	While some factors restrict the degree of openness that software can be, each step towards sharing advances the open science movement.

	By sharing more ideas and software, communities have driven creative, scientific, and technological advancement faster than the restricted pace of closed science. Peer production and mass collaboration creates more sustainable software development.



While researchers and institutions may not be able to share all their code, they can make efforts to shift on the openness spectrum from closed code to open-source code and software.

In the activity below, drag each slider to explore the spectrum of openness.





17.8.2 The Practice of ‘Open’

Review how the key tasks in the software development life cycle are covered in the “Use, Make, Share” framework flow.



As with open data, different aspects of open software are described in terms of Using, Making, and Sharing of open software.

A key difference with software is that the process is typically more cyclical and repetitive than with data or results. Typically, software constantly evolves. Thus, the boundaries between “Use-Make- Share” are less rigid and the process is typically more dynamic and circular than pre-planned/fixed and sequential.



17.8.3 Activity 1.2: How Can You Use Open Software in Your Work to Advance Open Science

In this activity, you are asked to reflect on how you have used and can use the open software principles to advance your work.

Consider the following questions:


	Have you used open software principles 1 in your work?

	What are some of the successes and challenges you have encountered?

	What resources did you find useful for advancing open software in your work?




17.8.3.1 Key Takeaways: How Can You Use Open Software in Your Work to Advance Open Science


	Open software is a collaborative activity.

	We can all learn and benefit from each other in making our scientific software more open.







17.9 Lesson 1: Summary

In this lesson, you learned that:


	In open-source software, anyone can see the underlying source-code.

	Open-source principles promote transparency, collaboration, sharing, inclusiveness, and communities.

	Open-source software accelerates science, minimizes time and cost of repeated development of similar software and reproducing scientific computations, and can improve quality and trust in science.

	Licenses for open-source software dictate its shareability and reusability to developers and prospective contributors. Funding entities and affiliated institutions may impose restrictions on how developers license their software.

	A software management plan (SMP) is a project guidebook with a common understanding of data management practices that a research team can work from.





17.10 Lesson 1: Knowledge Check

Answer the following questions to test what you have learned so far.

Question

01/03

Read the statement below and decide whether it’s true or false:

Software is referred to as open source when it is publicly accessible; anyone can see, modify, and distribute the code as they see fit.


	True

	False



Question

02/03

Which of the following are valid reasons why scientists keep their source code closed? Select all that apply.


	National security concerns

	Institutional policies

	Data privacy concerns

	Attribution concerns

	Quality concerns



Question

03/03

What are the main sections in a software management plan?


	Types of code and software

	Schedule for sharing software

	Where software will be shared and archived

	What license it will be assigned

	Roles and responsibilities of team members

	All of the above
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18 Lesson 2: Using Open Code


18.1 Navigation


	Overview

	Learning Objectives

	Discovering Open Code and Software

	Assessing Open Code and Software

	Reusing Open Code

	Citing and Acknowledging Open Code Use

	Lesson 2: Summary

	Lesson 2: Knowledge Check





18.2 Overview

In this lesson, you learn the steps for using existing open code in your work. These steps include discovering, assessing, reusing, citing, and acknowledging.



18.3 Learning Objectives

After completing this lesson, you should be able to:


	Describe the process of using open code and list some key elements of discovering code.

	Describe the four key considerations when assessing open software: functionality, interoperability, security, and licenses.

	List some common problems that arise when reusing Open Code and best practices to resolve them.

	Describe how, where, and under what circumstances one should acknowledge (cite) code.





18.4 Discovering Open Code and Software

Many people discover code through discussions with their colleagues or by reading journal articles and attending talks at conferences. This is a great way to find out about code that might have applications for your scientific problem.

What other ways can someone search for open code? As a first step, look for code that already exists because chances are that someone else has already had a similar problem and published their code online. A common way to search for existing code is with a general search engine. Search engines offer one indicator of a code’s relevancy, how recently it was updated, and how frequently others reference it.








	Example
	I’m a new graduate student starting to work on modeling turbulence in the Southern Ocean to better understand sea surface temperature (or ocean heat uptake) and climate change. Is there some software available to model how eddies in the ocean affect sea-surface temperature?



	Exercise
	General Search on the term “Software for ocean turbulence modeling”



	Result
	General Ocean Turbulence Model (GOTM)





This successful search is predicated on the developers of GOTM making their code open.


18.4.1 Open Software Discovery Depends on Developers Following FAIR Principles

Discovering open software depends on developers making their software easy to find. The Findable, Accessible, Interoperable and Reusable (FAIR) Principles for research software suggest:


	Software and its associated metadata must be easy for humans and machines to find.

	Software must be described with rich, searchable, and indexable metadata.

	Software must be findable from all relevant search points



Reference: “The FAIR Guiding Principles for scientific data management and stewardship” Wilkinson, M. D. et al. The FAIR Guiding Principles for scientific data management and stewardship. Sci Data 3, 160018 (2016). See also Module 1.

However, you may have more specific needs. The following sections cover additional ways to help discover relevant software that meets specific research demands.



18.4.2 How to Search for Open Code

A successful search for open code demands a clearly defined purpose. Developers must first determine the tasks they expect their code to carry out. The requirements associated with these tasks can determine the best suited programming language.

Next, familiarize yourself with the terminology of others who created open software with similar requirements to your own. The keywords affiliated with your programming purpose or requirements can serve as a starting point when searching for relevant code. These keywords can be found in community forums about open source programming and in related scientific journal articles. With adoption of open access principles by many academic journals, prospective programmers can peruse scientific papers from fields related to their research in order to find, and sometimes make use of, existing code that will fulfill their requirements.



18.4.3 Know Where to Search

The open software ecosystem is vast, organic, multifaceted, and highly distributed.

If you are looking for scientific software, community standards increasingly require code to be published and linked to scientific papers.



Thus, the scientific literature and its ancillary code archives are increasingly a great place to look for scientific open code.

Most open code is not developed by or for scientists. However, open code enables research every day.



18.4.4 Where to Look Depends on What You Need

There are several popular search engines for code snippets. First, you can simply search on Google. Other commonly used search engines include GitHub Code Search and Stack Overflow. These search engines allow you to search for specific code snippets by programming language, keyword, or other criteria. GitHub Code Search allows you to search GitHub, a popular code repository for scientific softw